NO/IMTUKA 3A BESBEAHOCT HA OBPABOTKATA HA IMMHUTE NOAATOLMU

3apy}KeHue Ha rpafaHu 3a peTku 6onectn XUBOT CO NPEAU3BULU Butona

Cuctem 3a 3alUTUTA HA NNYHUTE nogarouu

Cnopes, HajHOBUTE TEXHONOLIKM OOCTUTHYBaka, TPOLIOLMTE 3a CnNpoBeayBare v npupoaata, obemor,
KOHTEKCTOT M UenuTe Ha obpaboTKaTa, Kako M pu3nNLMTE CO Pas/INYeH CTeneH Ha BepojaTHOCT WU
Cepuo3HOCTa 3a npaBaTa M cnoboaute Ha GpU3MYKUTE /ML, KOHTPOJIOPOT € AOJIKEH Aa BOCMOCTaBU
CUCTEM 33 3aWTUTA Ha JIMYHUTE NOZATOUM MPEKY NPUMEHA Ha COOABETHU TEXHWYKM M OPraHM3aLMCKu
MepKn 3a aa obesbeam HMBO Ha 6e36eAHOCT COOABETHO Ha PU3IMKOT. TEXHUYKUTE U OpPraHU3auUCcKnTe
MepKK ocobeHo ondaKkaaT: NceBAOHMMM3ALMjA U KPUNTUPaAte HA JINYHUTE NOZATOLM; CNOCOBHOCT 3a
obesbeayBatbe Ha KOHTMHYMpaHa LOOBEP/MBOCT, WHTErpuTeT, [OCTanHOCT W  OTMOPHOCT Ha
MHDOPMAUMCKMOT cucTem 3a 06paboTka; cnocobHOCT 3a HaBpemeHO, MOBTOPHO BOCMOCTaByBake Ha
AOCTanHoOCTa A0 /IMYHWUTE MOoJATOUM M MPUCTANoOT A0 HWMB BO C/Ay4Yaj Ha OM3UUYKM WM TEXHWUYKM
WHUMAEHT; W Mpouec Ha peaoBHO TecTUpake, OLEHyBakbe W eBajyaumja Ha epeKTMBHOCTA Ha
TEXHWYKMTE W OPraHM3aUMCKMTE MEpPKM CO Len Aa ce rapaHtMpa 6esbegHocta Ha obpaboTkarta.
KOHTPOMIOPOT BPLUM OLLEHKA M axkypupate Ha TEXHUYKUTE U OPraHM3aLUCKUTE MEPKMU NPU LUTO CeKorall
' NPUMEHYBA OHME MEPKM KOM Ce COOABETHU Ha BPEMETO BO KOE Ce AM3ajHUPaaT U UMMNIEMEHTMpPaaT, a
COTrNacHO HajHOBMTE TEXHONOWKW AocTUrHyBarba (a state of the art technology). Mpouecot 3a
ynpaByBarbe CO CUCTEMOT 33 3alUTUTA Ha IMYHUTE NogaToumn e aeduHUpaH Bo MNMoanTuKaTta 3a cucTemoT
3a 3aWTUTA Ha IMNYHUTE NOAATOLM Ha KOHTPOIOPOT Koj Tpeba Aa UM oAroBapa Ha npupoaata, 06emoT u
C/IOXKEHOCTA Ha aKTUBHOCTUTE KOMLUTO KOHTPOJIOPOT MM BPLUM NpU 06paboTKaTa Ha IMYHWUTE NOAATOLM U
PU3NLMTE Ha KOMLLITO € M3/10XKeH. KOHTponopoT e aosxeH MonvTukaTa Aa ja pesmampa M ycornacysa
COrNacHO NPOMEHUTE BO HEFrOBOTO paboTeme.

Ynpaeyeatbe co pusuk

KoHTposopoT npu yTBpAyBarbeTo U NpoLeHaTa Ha PU3UKOT (ynpaByBatkbe CO PU3MK) T 3eMa BO Npeasus
pu3nUMUTE KOW ce MoBp3aHM co obpaboTkata, ocobeHO Of, CMYYajHO WMAN HE3AKOHCKO YHULLITYBakbe,
ryberbe, MeHyBatbe, HEOB/MACTEHO OTKPUBabe Ha JIMYHWTE NOAATOLM WAM HEeoBAACTeH MpucTan Ao
npeHeceHWTe, 3a4yBaHUTE WU Ha APYT HAYMH 06paboTeHN IMUHM NoAaTOUM. YNpaByBaHETO CO PUSUKOT
rv ondaka cnegHuTe dpasu:

a) Cnucok (npernen) Ha cMTe NPOLECK CO KOU Cce BpLUM 06paboTKa Ha IMYHM NoAATOLM.

CN1COKOT Ha MPOoLECK CO KoM ce BpLIM 06paboTKa Ha IMYHUTE NOAATOLM NPEKY LEAOCHO UAWN AENYMHO
aBToMaTu3MpaHa 06paboTKa Ha AMYHKUTE NogaToum uUan apyra o6paboTka Ha MYHKM nogaTtoum, Tpeba
Hajmanky aa rv ondaTu: XxapABepoT (Ha NpMMep: cepBepu, NanTonu, Xap4 ANCKOBU U APYrM Meanymu);
codpTBepoT (Ha Npumep: onepaTMBHU CUCTEMM U CODTBEPCKM NpPOrpamm passBuMeHn 3a notpebuTe Ha
KOHTPO/IOPOT); KOMYHMKAUMCKM KaHanu (Ha npumep: ONTUUKU Kabiu, MHTepHEeT, 6e3)KMYHa MperkHa
TexHonoruja — Wi-Fi); BOKymeHTU BO xapTueHa dopma (Ha npumep: neyaTeHn LOKYMeHTH, doToKonum).

6) MpoueHa Ha p13nLMTe 3a CeKoj NpoLec Ha 0bpaboTKa Ha AMYHM NoAaTOLM.

MpoueHaTa Ha pusnuuTe Tpeba HajManKy Aa rv ondaTu:



e YTBpAyBatbe Ha MOTEHUMjaNIHUTE BAMjaHUja U edeKTU BP3 NpaBaTa U ciobogute Ha GpU3MUKMTE
MA@ Ha KoM ce OJHecyBa M Toa 3a C/legHUTE MOTEeHUMja/IHU 3aKaHWM, OLHOCHO HaCTaHu:
HEeOBNACTEH NPUCTaN A0 SIMYHUTE NOAATOLM; HEMOCAKYBaHM MPOMEHWN Ha IMYHUTE NOAATOUM; U
NnpUBPEMEHa UK LLeSI0CHA HeZ0CTanHOCT 40 INYHUTE NOAATOUM.

o WNaeHTUOUKYBAE Ha WM3BOPUTE HA PU3MK KOj LITO MOXe Aa 6buae NpuuMHa 3a CeKoj
HenocakyBaH HacTaH, a MMajkM M NpeaBuf BHATPELHMTE U HafBOPELUHUTE YOBEUYKU pecypcu
(Ha npumep: aaAMMHUCTPATOPOT Ha WMHPOPMAUMCKMOT CUCTEM, OBMACTEHOTO J/IMLE,
HaABOPELWHMOT Hanaray, KOHKYPEHT), Kako M Apyrute BHaATPeWwHU U HaABOPELIHN M3BOpM (Ha
npumep: Boga, onacHW matepujanu, NnoxKap, Bupyc).

o  MpeHTUOUKyBabe HA MOMKHUTE 3aKaHU KoM BU moXKene fda ce cnyyaT Npeky meauymu o, Kou
3aBMCAT /AMYHMTE nogaTtoum (Ha npumep: xapasep, codTBep, KOMYHMKAUMCKU KaHau,
AOKYMEHTM BO XapTueHa dopma, WTH.), @ KoM MoXKe Aa buaat: ynoTpebeHn Ha HecooaBeTeH
HauMH (Ha npumep: 3n10ynoTpeba Ha OB/ACTyBakaTa, rpelwKka Npu pakyBakbe); nameHeTn (Ha
npumep: ,3apaseH” codpteep unm xapasep — keylogger, nHcTanuparbe Ha 310HamepeH codTaep,
WUTH); n3rybeHn (Ha npumep: Kpaxkba Ha nanton uam ryberbe Ha memopuckun ypen — YCB);
Hab/byZyBaHW (Ha NpuMMep: reo-Ja0Kaumja Ha onNpemara); oWwTeTeH (Ha NpUMep: BaHAANN3aM,
Aerpagauuvja 3apaaM npupogHo aberbe); npeontoBapeHM (Ha npumep: MeguymoT 3a
CKNagupambe e LenocHo nonosiHeT, denial of service attack u cn.).

e YTBpAyBatbe Ha NOCTOjHU MU NMAAHUPAHU MEPKM LUITO OBO3MOXKYBAAT peLlaBakbe Ha CEKOj PU3UK
(Ha npumep: KOHTpONa Ha NpPUCTamn, CUFYPHOCHU Konuu, MHbOPMaLMCKa PEBM3OPCKA Tpara,
6e36e4HOCT Ha NPOCTOPUNTE, KPUNTUPAHLE MW AHOHUMM3aLMja).

e OueHyBake Ha CEPMO3HOCTA U BEPOjaTHOCTA Ha PU3MLUTE, BO OAHOC Ha NPETXOAHUTE e/IEMEHTU
npeaBUAEHN BO OBOj CTaB (Ha NpuMMmep: CKajla LITO MOXKe [a Ce KOPUCTM 33 MpPOLEHKa:
3aHemap/avBa, yMepeHa, 3Ha4yajHa U MaKcumMasnHa).

B) CnpoBeayBatbe W NPOBepKa Ha NAaHUPaHUTE MepPKM.
KOHTPONOPOT 3340/13KUTENHO BPLUX CMPOBeAyBakbe M NPoBepKa Ha NaaHUpaHUTe MEPKMU, a COo Len
ha ce obes3beam geKa TMe ce NpMMeHyBaaT M TEKOBHO ce TecTUpaar.

r) CnpoBeayBarbe Ha NepnoanyHm 6e36eaHOCHN NPOBEPKU.

KOHTPOMOPOT 33J0/MKUTENIHO CnpoBefyBa nepuoanyHn 6e3besHOCHM NpPOBEPKM 3a WTO Ce
NMOAroTBYBa aKUMOHEH MJaH, YMja MMMJIeMeHTaumMja ce clefiM Of CTpaHa Ha PaKoBOACTBOTO Ha
KOHTPOJIOPOT.

Hueoa Ha mepKu 3a 6e36edHocm Ha o6pabomkama Ha AuYHUMe nodamouyu

3emajku v npeasug npupoaarta, 06emMoT, KOHTEKCTOT U LennTe Ha o6paboTKaTta, Kako M pusmuuTe CO
pasnnyHa BEPOjaTHOCT M CepMO3HOCTa 3a NpaeaTa v cnobogute Ha GU3MYKWUTE AKLA, KOHTPOIOPOT €
AO/MKEH A3 NPUMEHW COOABETHO HMBO Ha TEXHUMYKM M OPraHM3auMCKM MeEpPKM Koe Ke 6uge
NPONOPUMOHANHO W HA aKTMBHOCTUTE 3a 06paboTka Ha /MYHMTE NOJATOUM. TEeXHUYKUTE W
OpraHn3aunCcKMTe MepPKn o4 ce KnacuounumpaaTt Bo ABe HMBOA: CTaHAAPAHO W BUCOKO. KOHTPO/IOPOT KOj
06paboTyBa AMYHM MogaTtouu 3a nomanky og 10 BpaboTeHM KaKo eAMHCTBEHA 36WMPKa Ha /IMYHM
nogatouy, Hema o06BpCKa Aa MNPUMEHW TEXHWYKM W OPraHM3aLUMCKM MEPKM OCBEH aKo MocCTou
BEPOjaTHOCT AeKka 06paboTKaTa Koja WTO ja BpWM MpeTcTaByBa PW3MK 3a npasBaTta M cnobogute Ha
CybjeKTUTe Ha AMYHWUTE MnodaToun, ako obpaboTKaTa He e noBpemeHa MaAM obpaboTKaTta BK/ydyBa
nocebHM KaTeropumn Ha AMYHW NOAATOUM AW IMYHM NOZATOLM NOBP3aHU CO Ka3HEHW OCYAU U KasHEHM
aena.



MpumeHa Ha HUBoa Ha mepku 3a 6e3bedHocm Ha o6pabomkama Ha AuU4HUMe nodamouyu

KOHTpoNoOpoT e oAroBopeH 3a ycornaceHocTa BO OAHOC Ha HMBOTO Ha MepKu 3a 6e3begHocT Ha
obpaboTkaTa Ha IMYHUTE nogaToum npu wTo Tpeba ga obesbean cooaBeTHO HMBO Ha He3begHOCT Ha
IMYHUTE NoAaToLM, BKNYYYBajKkM 3alUTUTA O, HEOBNACTEHA UM He3aKoHCKa 06paboTKa, Kako M 3alTuTa
O/, HUBHO CNy4YajHO ryberbe, YHULITYBaE UM OWTETyBakbe. KOHTPOMOPOT ja AeMOHCTPMpa NpumeHaTa
Ha MepKUTe BKAY4YYyBajKM MM MPUUMHUTE M OCHOBUTE 3a M3BOPOT Ha MpUMeHaTa Ha CTaHAapAHOTO,
OJIHOCHO BUCOKOTO HUBO.

CTAHOAPAHO HUBO

JokymeHmayuja 30 mexHU4YKU U Op2aHU3AYUCKU MePKU

KoHTponopoT Bo MonnTmKaTa 3a CMCTEMOT 3a 3alUTUTA Ha IMYHUTE NOAATOLM MM YyTBPAYBa M HayenaTa 3a
6e36eHOCT M 3alWITUTA HA IMYHUTE nogaToum. Bp3 ocHoBa Ha MoanTMKaTa 3a CMCTEMOT 33 3alUTUTA Ha
JIMYHUTE NOJATOLM, KOHTPOJIOPOT AOHEcyBa NOAETaNHM MOJAUTUKU U Npouesypu BO KOU Ce OMULLAHM
TEXHUYKUTE M OPraHU3aLLMCKMU MEPKU 3@ OBIACTEHUTE NMLLA KOM MMAaT NPUCTaN 40 IMYHMTE NoAaTOUM U
00 MHGOPMALLUCKMOT CUCTEM N MHPOPMATUYKA MHDPACTPYKTYPA.

JOKyMeHTUpaHUTe NpoLecH ce ogHecyBaart Ha:

- uAaeHTUdMKauMjaTa, oueHKaTa M KnacuduKaumjata Ha PUSMKOT Ha MPOLECUTE CO KOM Ce BpLUM
06paboTKa Ha IMYHUTE NodaTouM (aHaM3a Ha PUSUK);

- OMNLWT ONUC Ha TEXHUYKMTE M OpPraHU3aLUMCKUTE MEPKM 3a 0b6e3besyBarbe TajHOCT M 3alITUTA Ha
06paboTKaTa Ha IMYHMUTE NOAATOLM COOABETHO Ha PUSUKOT;

- aKTMBHOCTM 3a obyKa M NoAaWrHyBare Ha CBecTa Ha pPaKoBOACTBOTO M BpaboTeHMTe 3a
npuBaTHOCTa 1 6e36e4HOCHNTE PU3ULM BO KOHTPOJIOPOT;

- AM3ajHUparbe, pasBMBakbe M 04PMKYBakbe Ha COPTBEPCKMTE Nporpammn 3a 06paboTka Ha ANYHUTE
nogatoum, a 0cobeHO 04, acneKT Ha TEXHWYKA M MHTerpuMpaHa 3alTuTa Ha JIMYHMTe noaaToum
(Data protection by design and by default);

- HauyMHOT Ha obe3beayBatbe Ha aBTEHTMKaUMja Ha OBNACTEHWUTE AnLA BO MHOOPMALUCKMOT
cucTem;

- HauYMHOT Ha obe3beayBarbe Ha KOHTPOIA Ha NpUCTan 40 MHPOPMALUCKMOT CUCTEM;

- HauyuHOT Ha obe3benyBare eBUAEHLMjA 3@ CEKOj NpUCTan A0 MHPOPMALIMCKMOT CUCTEM,

- HAYMHOT Ha ynpaByBakbe CO MHUMAEHTU (MHUNAEHTM KOW ja HapyLyBaaT AOBEpPUBOCT],

- WHTErpuTeToT WM AOCTanHOCTa Ha INYHUTE NoaaToLm);

- HauyuHOT Ha obe3besyBatbe Ha onpemaTta Ha KOHTPOJIOPOT Ha Koja ce BpLuM 06paboTKa Ha

- JIMYHWTE nogaTtouy;

- HauyuHOT Ha obe3besyBarbe Ha NPEHOCANBUTE MEAUYMU;

- HAYMHOT Ha 3aWTWTa Ha BHATPELLUHATa MpeXKa Ha KOHTPOJI0POT;

- HAYMHOT Ha 0be3beayBarbe Ha cepBepuTe U Beb-CTpaHMLATa Ha KOHTPOJIOPOT;

- HAYMHOT Ha eBMAEHTUparbe W 4YyBakbe Ha AOKYMeHTaumjaTa 3a codpTBEpCKWUTe Mporpamu 3a
06paboTKa Ha IMYHUTE NoAATOLM;

- HaAyMHOT Ha 06paboTKa Ha NIMYHMTE NOAATOLM KOU Ce NCEBAOHUMU3MPAHM;

- HaAuMHOT Ha 06paboTKa Ha IMYHMTE NOAATOLM KOU Ce KPUNTUPAHMW;

- 06BpPCKATE M OArOBOPHOCTUTE Ha aAMMHMCTPATOPOT Ha MHOOPMALMCKMOT CUCTEM W Ha
OBNACTEHWUTE /MUA NPU KOPUCTEHE HA AOKYMEHTUTE M MHPOPMATMUKO KOMYHMKALMCKaTa
onpema;



- HAYMHOT W NpoLecUTe 3a NpujaByBakbe, peaklnja U caHuparbe Ha UHUMAEHTH;

- HAYMHOT Ha MpaBere Ha CUTYPHOCHa KOMuWja, apXMBMpare W 4YyBakbe, KaKo M 3a MOBTOPHO
BpaKakbe Ha 3a4yBaHMUTE JIMYHU NOAATOLM;

- HAYMHOT Ha YHULITYBakbe Ha AOKYMEHTUTE, KaKO M 3@ HAYMHOT Ha YHULWITYBarbe, bpuliere u
ynucTere Ha MeanyMuUTE;

- ¢u3mnyKa besbegHoCT;

- HAYMHOT Ha aHra*kMparbe M KOHTPONA Ha HaZBOPELIHU cybjeKTn (0bpaboTyBaum);

- AMHAMMKA W HauMH Ha BPLWEHE HAa NEPUOANYHN KOHTPON, KaKo M NpOLLecuTe 3a BPLIEHE Ha
BHATPELUHa KOHTPONa; U

- APYrY MEPKM KOU KOHTPOJIOPOT ' NPUMeHyBa BP3 OCHOBA Ha aHa/M3aTa Ha PU3KKOT.

[OoKymeHTaumjaTa, KOHTPO/IOPOT ja MeHyBa WM [OOMNONAHYBA KOra Ke ce HanpasaT MPOMEHU BO
MHPOPMALMCKMOT CUCTEM U UMHPOPMATMUKATA MHPPACTPYKTYPa, a HajManKy efHaw roAuMWwHO BPLWK
Hej31HO OLLeHYBakE, eBalyalmja U arkypuparse.

1. TeXHUYKN mepKu
AsmeHmuKayuja Ha oenacmeHume auya

KoHTposiopoT ob6e3beayBa HajaBaTa BO MHPOPMALMCKMOT CUCTEM Ja Ce BPLIM MNPEKYy eAUHCTBEH
naeHTMOMKATOp KOj ce MoBp3yBa CamMO CO eAHO OBAaCTeHO Auue. EAMHCTBEHMOT uaeHTUMKaTop
KOHTPO0OPOT MOXKe Aa ro o6e3beau npeky:

- vHPopmauMja Koja enMHCTBEHO OBNACTEHOTO /MUE ja 3Hae (Ha npumep: enMHCTBEHO
KOPUCHUYKO MMEe WM NI03MHKA 33 CEKOEe OBACTEHO NMLE, NMPWU WTO NO3UHKaTa Tpeba ga bupe
cocTaBeHa of, KoOMbMHaumja Ha Hajmanky ocym andaHyMepuuyku KapakTepu 6ykeu (Manu u
ronemu), cumboan, 6POEBU U UHTEPMNYKLMUCKU 3HALY;

- HEeLTO WTO CaMo OB/IACTEHOTO /INLE o Noceaysa (Ha Npumep: NameTHa KapTudka — smart card);

- HEeLWTO WTO OBNACTEHOTO /INLLE €, UAW TO NPABM (Ha NpUMep: ANTUTANEH NOTNMUC); U

- APYrM HaYMHM Ha aBTEHTMKAUMja KOW cnopes HAjHOBUTE TEXHO/IOWKWM AOCTUIHYBArba, a BO
KOHTEKCT Ha M3BPLUEHATa aHa/in3a Ha pPM3NKOT 0be3beayBaaT eaNHCTBEH MAEHTUOMKATOP KOj ce
noBp3yBa Camo CO eZHO OBIACTEHO NMNLE.

ABTEHTMKALMjaTa Ha OB/MACTEHUTE ANLLA, KOHTPOJIOPOT ja BPLUM HajManKy NPeKy eaeH of, NpeTxogHo
HaBegeHWTe. Bo 3aBMCHOCT 04, aHanM3aTa Ha PU3MKOT, 32 04PeAeHN 0BAACTEHM IMLA UK 33 CUTE, MOMKeE
Aa ce NpuUMeHW M KombuHauuja o ABa MAM noBeke (GAKTOpM Ha aBTeHTMKauuja (Ha npumep:
€4MHCTBEHO KOPUCHWYKO MME 1 I03UHKa BO KoMbBMHaUMja co ynoTpeba Ha NnameTHa KapTUUKa).

KOHTPO0POT 3a0/KUTEIHO BOAW €BUAEHLM]jA 33 OBAACTEHMUTE INLLA KOWM MMaaT aBTOpM3npaH npucran
[0 OOKYMEHTUTE U MHOOPMALIMCKMOT CMCTEM, Kako M BOCMOCTaByBa NOCTaMNKuM 3a uaeHTMdUKaumja u
npoBepKa Ha aBTOPU3MPaHMOT npumcTan.

Kora npoBsepkaTa ce BpwW BP3 OCHOBA Ha KOPUCHWYKO MME M JI03MHKA, KOHTPOJIOPOT CeKoraw v
NnpuMMeHyBa MpaBwWiaTa KoM ja rapaHTMpaaT HMBHATa AOBEPJ/IMBOCT U MHTETPUTET MPU NpPUjaByBakbe,
[ofeNyBatbe WM YyBatbe€ Ha WUCTUTE, NMPWU LITO JIO3UHKUTE 3340/IKUTE/THO aBTOMATCKM Ce MeHyBaaT Mo
M3MMUHAT onpeaeneH BPEMEHCKM Nepuog, BP3 OCHOBA HA aHA/M3aTa Ha PU3MKOT KOj He mMoxKe Aa buae
NOAOAT O TPU MeCeLM.



Ob6e3b6edysarbe HA onpemama Ha Koja ce epuwiu 06pabomka Ha AUYHUME nodamoyu

KoHTpo/10poT e gonxKeH Aa 06e3bean npumeHa Ha TEXHUYKM MEPKM CO Kom ce obe3beayBa onpemaTa Ha
KOja ce BpLUM 06paboTKa Ha INYHUTE NoAaToUM U Toa:

aBTOMATM3MpPaAHO oAjaByBarbe 04, MHPOPMALMCKMOT CUCTEM MOC/IE U3MUHYBAKE HA onpeaeseH
nepuoa Ha HeaKTUBHOCT (He noZonro og, 15 MnHyTH). 3a NOBTOPHO aKTUBMpPAHE Ha CUCTEMOT,
KOHTpoJsiopoT Tpeba aa obesbean feKka OBNacTeHWTE AuMua NPUCTanyBaaT Cco MNMPUMEHA Ha
aBTeHTWKauujaTa.

BO C/ly4aj Ha oapeaeH 6poj Ha HeycnewHW obuay 3a HajaByBare Ha MHPOPMALMUCKMOT CUCTEM,
KOW ce BO CMNPOTMBHOCT CO MOAMTUKMTE 3a aBTEHTMKauMja Ha KOHTpPOAopoT, Tpeba Aa ce
obe3bean aBTOMATM3NPAHO OTdpnarbe 04 MHOGOPMALMCKMOT cucTeM. BpojoT Ha HeycnewwHu
06UaN KOHTPONOPOT ro OonpeaenyBa COOABETHO Ha PU3MKOT M npupogaTa Ha paboTata U
paboTHUTE Mpouecu BO 04HOC Ha 06paboTKaTa Ha ANMYHUTE MOZATOUM, HO He noBeKke og neT
nociaefoBaTe/HN HeycnewHu obuam;

WHcTanupaH 3awTtuteH sug, (firewall) n orpaHnuyBarbe Ha 0BNACTEHWUTE MOPTM 33 KOMYHMKaLMja
Ha OHMe LWTO Ce CTPOro HEeonxoAHWM 3a MpaBwiHa pabota Ha codTBEepCKUTE Mporpammu
WHCTaIMpaHn Ha paboTHUTE CTaHULUM Ha KOHTPOJIOPOT;

pPefoBHO aXKypupaH aHTUMBUpPYCeH codTBep U geduHMPaHaA NOAUTMKA 33 PEeAOBHU axKypupara
Ha copTBEPCKUTE NPOrpamu;

KOHbUrypupaHM codTBEPCKM Mporpamu Taka WTo 6e3beaHOCHUTE axypuparba da ce BpLiaT
aBTOMATCKU;

3a4yByBakbe Ha NOAATOLMUTE HA KOPUCHULIUTE Ha CepPBEPUTE HA KOHTPOJIOPOT 3a KOU peaoBHO ce
npaBu CUTYPHOCHA KOMwuja, a BO C/1y4aj Kora noAatoumTe ce 3a4yByBaaT JIOKa/IHO, 3a40/IKUTENHO
CO MEPKM 33 CUHXPOHM3ALUMja UM CO pe3epBHU AOMNOJHUTEIHM MEPKM 3a 3alUTUTa BP3 OCHOBA
Ha aHa/IM3a Ha PU3UKOT;

OrpaHWYyBakbe Ha OnNuujaTa 3a NPUKAYYyBatbe Ha npeHocamsuTe meanymm (YCB, HagBopeLwHm
XapZ4 OUCKOBW M CA.) KOH CUCTEMUTE CO NPUMAPHA BaXKHOCT;

WUCKNyYEeH aBTOMATCKM pexKMm Ha paboTa 3a npeHocamsute meamymm (Disable autorun for
removable media);

anaTkUTe 3a JaneynMHCKa agMUHUCTpaLMja Mmopa Aa 6MaaTt HarogeHu Ha HauyMH LWTO NPeTXo4HO
3agomkuTenHo Tpeba ga ob6es3begaTt cOrNacHOCT 04 KOPUCHWMKOT (OBAacTeEHOTO /uvue) Ha
paboTHaTa CTaHMLA Npes, KakBa 6110 MHTEPBEHLMja Ha camaTa paboTHa CTaHUL3;

HarogyBakbe Ha MHGOPMALMCKMOT cUCTEM Koe Ke obe3bean geka KOPUCHWMKOT (0BAacTeHOTo
Nnue) Ha paboTHaTa CTaHMLA MOXKe Aa 3abenexkn 4anu ce BpWK AaneuymHCcKa agMUHUCTpauumja,
KaKo M 3a Toa Kora 1cTaTta 3aBplumna (Ha npumep co NpUKaxKyBake Ha NopaKka Ha eKpaHoT AeKa
JaneuynHcKaTa agMUHUCTPaLMja 3aBpLUMaa); U

NPUKAYYYBakbe Ha MHPOPMALIMCKUOT CUCTEM (KOMMNjyTEPUTE U CEPBEPUTE) HA EHEPreTcKa MpeXka
NpeKy ypes, 3a HeNPeKMHaTo HamnojyBakse.

MoKpaj oBME MEepKM a BP3 OCHOBA HA CMpoOBeAEeHaTa aHa/nM3a Ha PU3MUK, OOKOJIKY ce yTBpaM 3a
NnoTpebHo, KOHTPOJIOPOT MM NPUMEHYBA U CEAHUTE MEPKU:

3abpaHa Ha paboTa co npesemeHun copTBEPCKN NPOrpaMmn Kou He goaraat og 6e3beaHu nssopu;
orpaHu4yBakse Ha ynotpebaTta Ha copTBEPCKM NPorpamu WTo bapaaT aAMUHUCTPATOPCKM NPaBa;
bpviwerbe Ha NoaaToLMTe LWTO Ce HAaofaaT Ha paboTHa CTaHWLUa Koja Tpeba Aa ce npeaaae;

BO cny4yaj paboTHaTa cTaHMUA Aa 6uge KOMNPOMUTMPaHa, 3a40/KUTENHO UCNUTYBake U Mo
MOXHOCT NpoHaofatbe Ha M3BOPOT, KaKo M Kakea 6uno Tpara og ynagoT Bo MHGOPMALMCKMOT
CUCTEM Ha KOHTPONOPOT, CO LieN OTKPMBatbe 4aNN Ce 3arPO3eHU U APYrU eIeMeHTH;



- besbegHoceH Haa30p Ha coGTBEPOT U XapABEPOT LUTO C& KOPUCTMU BO CUCTEMOT Ha KOHTPOIOPOT,
BK/ly4yBajKku U peoBHO c/iedere Ha TUMOT 3a 6p3a peakuuja (MKD-CIRT) BoO oaHOC Ha Herosute
npeaynpeaysatba M COBETM 3a PAaH/IMBOCTM OTKPMUEHW BO COTBEPOT U XapABePOT;

- axypuparbe Ha copTBEpPCKMUTE NPOrpamm Kora ce naeHTMOUKyBaaT U M KopurmpaaT KpUTUYHUTE
HegocTaToum;

- VHCTanMpatbe Ha a)kypupakba Ha OMNepaTMBHWUTE CUCTEMM CO QaBTOMATCKa BepudMKauMja
COrNacHoO NpoueHaTa Ha PU3MK, @ HajMaNKy egHall HeAEeNHO; U

- NOAWrHyBak€ Ha HMBOTO HA CBECHOCT BO OAHOC Ha TOA, Ha LITO oBAacTeHUTe auua Tpeba aa ce
noceeTaT M MoAaTouM 3a KOHTAKT Ha /AMuaTta WTo Tpeba Aa rM KOHTAKTMpaaT BO C/y4yaj Ha
WHUMAEHT UM NnojaBa Ha HeobuyeH HacTaH WTO B/Mjae Ha MHbOpPMAUUMTE M KOMYHMKaUKjaTa
Ha CUCTEMUTE HA KOHTPOANOPOT.

Ceepezayuja Ha 00m#HOCMU U 002080pHOCMU

KoHTponopoT rM yTBpAyBa OBAacTeHUTe Auua Kou Tpeba Aa vmaaT npuctan Ao MHOOPMaLMUCKMOT
cuctem npu wrto obesbeayBa jacHa nogenba Ha AONKHOCTUTE M OATOBOPHOCTUTE Criopes NPaBuIoTo
,N0TPpebHO e Aa 3Hae“, o4HOCHO AeKa OBNACTEHOTO /nue Ke MmMa Mpuctan camo A0 OHUE JINYHMU
nogaTouM 3a KOM MMa HeonxoaHa noTpeba 3apaau n3BpLlyBarbe Ha CBOUTE AO/IKHOCTU.

KoHTponopoT o6e3benysa MoBAeKyBarbe Ha nNpasaTa Ha NpuUcTan BedHall MO MNPecTaHOKOT Ha
oBJ/lacTyBarbaTa 3a npucrar.

KOHTPO/10pOT BPLUM MPOBEPKA M aXKypuparbe Ha NpMBUIErMuTeE 3a npucran A0 MHGOPMaLMCKUOT CUCTEM
Ha oBnacteHuUTe auua. MNposepKkata ce BPWW 3a MEpUOAM KOM Ce onpeaesnyBaaT BpP3 OCHOBa Ha
aHa/M3aTa Ha PU3MKOT, a HajMasKy KBapTasiHo.

KoHmposna Ha npucman 6o uHghopMayuckuom cucmem

OBnacTeHuTe NUUA 3340/KUTENHO MMaaT aBTOpPU3MPaH NpUCTan camo A0 /ANYHUTE noaatoun WU
MHPOPMATMUKO KOMYHMKaLMCKaTa Onpema KoM Ce HEeOMXOA4HW 3a W3BPLUYyBatbe Ha HUBHUTE PaboTHU
3ajaun.

KOHTpONOpPOT BOCNOCTaByBa MeEXaHM3MK 33 [a Ce OHEBO3MOXKM NPMCTan Ha OBAACTEHWUT Anua Ao
NIMYHUTE NOAATOLM U MHPOPMATMUKO KOMYHUMKALMCKaTa onpema Co NpaBa Pas/iMyHM o4 TME 3a KoM ce
aBTOPU3MPaHMU.

ALAMWHUCTPATOPOT Ha MHPOPMALMCKMOT CUCTEM KOj € OBNACTEH Of KOHTPOJIOPOT, M A04EeNYBa, MEHYBA
WAM ogszema MpUBMIErMUTE HA aBTOPM3MPAHMOT NpUCTan A0 /IMYHMTE MOAaTOUM M MHPOPMAETUUKO
KOMYHMKaLMCKaTa ONpemMa CamMo BO COMNACHOCT CO KPUTEPUYMMUTE KOWM Ce YTBPAEHM 04, CTpaHa Ha
KOHTPOJIOPOT.

Obe3bedysare esuderyuja 3a cekoj npucman (logs)

Co uen pa obesbean naeHTUOMKYBare Ha CEKOj HEOBNACTEH (M3MaMHUYKM) NpUcTan uamn 3noynotpeba
Ha /IMYHM NOAATOLM, KAaKo U [a Ce YTBPAM NOTEKNOTO Ha OBUE UHUMAEHTU, KOHTPOIOPOT BOCMOCTaBYBa U
BOAM eBMAEHLM]ja 3a CeKoj NpucTan 4o MHPOPMaLMCKMOT cuctem — logs (Ha npumep: o4 onepaTMBHUTE
cuctemu, og, 3alWwTUTHKOT sug (firewall), cepsepoT amsajHnpaH cneumjanHo 3a ynotpeba Kako cepeep 3a



natoteku (file server), 6a3mTte Ha nogaToum, cuctemoT (codpTBepoT) 3a ynpaByBarbe CO AOKyMmeHTU (DMS
System), codpTBEPOT 3a ynpaByBakbe Co BPCKM co KaneHTu (CRM Software) u cn;

EsnaeHumjata Tpeba Aa rm coap:km ocobeHo cnegHWTe NOAaTOLM: MME M MPEe3MMe Ha OB/acTeHOTO
nmue, paboTHaTa cTaHMUA 04 Kaje ce mpucTanyBa A0 MHGOPMAaLMCKMOT CUCTEM, AATYM M Bpeme Ha
npucTanyBare, IMYHN NOAATOLUM KOH KOM e MpUCTaneHo, BUAOT Ha NPUCTaNoT Co onepauumTe Kou ce
npesemeHun npu obpaboTKka Ha NogaToLuuMTe, 3anNuc 3a aBTOpM3aLMja 3a CEKOe NpucTanysakbe, 3anuc 3a
CEeKoj HeaBTOPM3MpPaH NPUCTan 1 3anNuc 3a aBTOMaTU3MPaHO OTdpaare o MHPOPMAUUCKUOT CUCTEM.

Bo eBugeHuUMjaTa ce BHeCyBaaT M No4aToOUM 33 UAEHTUUKYBare Ha MHPOPMALIMCKMOT CUCTEM OZ KOj ce
BPWMX HagBopeweH o6ug 3a npuctan BO ONepatMBHUTE YHKUMM WAM AUYHUTE nogaTtoun 6Ges
NoTpebHOTO HMBO Ha aBTOpM3aLMja.

OnepauunTe KOM OBO3MOXKYBaaT eBUAEHTMpPare Ha nogatouuTte Tpeba Aa 6MAaT KOHTPO/IMPaHM of
CTpaHa Ha odMUepoT 3a 3aWTUTa Ha AWYHUTE nodaToum W/Manm oa ApPYro OBNACTEHO AuLe Of
KOHTPO/1I0POT KOe 'M MMa I'IOTpe6HMTe 3Haeka U BelWTUHN, HO HeEMa aAMUHUCTPATOPCKU npusuniermn n
UCTUTE 3af0/KMTENHO Tpeba Aa 6MAAT HAroAeHW Ha TaKOB HA4YMH LWTO HEMa Ja MOXKe Ja ce
OeaKkTnempaaTt. Bo ogHOC Ha eBMAEHLMjaTa Ha NoZ4aTOLMTE 3@ MPUCTAN, KOHTPOOPOT MOXKE Aa KOPUCTU
M anaTkM Ko nojatoumTte M reHepupaat BO eA4HOCTaBHA WM /JiecHO pas3bupanea dopma 3a YuTame.
EBnaeHumMjaTa ce YyBa HajManKy NeT roguHun.

OduuepoT 3a 3aWTUTA Ha JNYHWUTE NOAATOLM BPLUM KOHTPO/A Ha MNoAaTtouuTe o4, HajMasKy edHall
MeCeyYyHO 1 U3roTByBa M3BeLLTaj 3a M3BPLUEHATa MPOBEPKA M 338 KOHCTAaTMPaHUTE HEMPAaBUIHOCTM.

KOHTPO/I0pPOT vt M3BecTyBa OB/IACTEHUTE /IMLA 3@ BOCMOCTaBEHMOT CUCTEM 3a €BMAEHLM]a 3a MpucTan Ao
MHGOPMALMCKNOT CUCTEM.

KoHTponopoT obe3beayBa 3awTMTa Ha CUCTEMOT 3a €BMAEHLMja 33 NpucTan 40 MHOOPMALMCKMOT
cuctem, of 6MN0 KaKoB HEOB/ACTeH MpMCTan, 0cobeHo Ha AMLATa YMja aKTUBHOCT ce eBMAEHTUPA Ha
CUCTEMOT 3a eBUAEHUM]a.

KoHTponopoT obe3benysa AeKa OBAaCTEHUTE AMLA 3a ynpaByBakbe CO CUCTEMOT 3a eBuAeHUMja 3a
npuctan Ao MHGOPMaLMCKMOT CUCTEM MO M3BEeCTyBaaT PakoBOACTBOTO 3a Koja 6MA0 aHOManuja uau
6e3beaHOCEH UHLUMAEHT, BeAHalll, a HajaoLHa BO PoK o4 12 yaca o4 MOMEHTOT Ha UHUMAEHTOT.

KoHTponopoT ja v3BecTyBa AreHuujata 3a 3alUTMTa Ha JIMYHWUTE MOAATOLM 3@ CEKOE HapyllyBake Ha
6e3beHOCTA Ha /IMYHMTE MOAATOLM, @ LOKOJIKY MOCTOM BEPOjaTHOCT A3 NpPeav3BMKA BUCOK PU3MK 3a
npaBaTta M cnoboauTte Ha GUINYKUTE ANLA, U CYBjEKTUTE Ha JIMYHUTE NMoAaTouM 3a Aa MOXKaT Ja v
OorpaHuyaT nocaeamnumTe o HapyLwyBareTo Ha 6e3begHocTa.

KOHTpONOpOT He cmee Ja M KOPUCTM UWHPOpMaumuTe Of eBuAeHUMjaTa 33 npuctan go
MHPOPMALMCKMOT CUCTEM 33 Le/ pas3/iMyHa of Taa AeKa WMHOOPMALMCKMOT CUCTEM Ce KOPWUCTU
COOABETHO (Ha NMpumep: ynotpeba Ha 3anucuTe 33 Meperbe Ha YacoBUTe HA BPaboTEHMOT NpPeTCcTaByBa
3noynoTpeba Ha UHGOPMALLUCKMOT CUCTEM).



O6e3b6edysarbe Ha npeHocausume meduymu

KOHTPOI0pOT cornacHo aHann3aTa Ha pU3MKOT O, HapyllyBakbe Ha 6e3begHOCTa Ha INYHUTE NOAATOLM
BO C/y4aj Ha Kpaxkba uam apyr HaumH Ha 3aryba Ha npeHocauBUTe Mmeanymm (MobuiHa onpema) Ha Kou
ce BpWM 06paboTKa Ha /JMYHUTE NOJATOUM NMPUMEHYBA COOABETHU TEXHUYKM MEPKU. TexHUYKuTe
MepKUTe ro ondaKkaaT HajManKy c1egHoTo:

noaurakbe Ha CBecTa Ha OB/IACTEHUTE NLA 3a CNeLnPUUHUTE PUBULM NOBP3AHU CO KOPUCTEHE
Ha MPEHOC/NMBU Meauymu (Ha npumep: Kpaxkba Ha onpemarta) M yTBpAEHWUTe npoueaypu 3a
HaMa/lyBake Ha OBUE PU3ULWK;

cnpoBeayBatbe HAa MEPKM 3a NpPaBeHe Ha CUTYPHOCHA pe3epBHa KOMWja AN CUHXPOHM3aLUMja Ha
MOBUIHUTE PAabOTHU CTaHMLM, CO LEeN Aa 3alTUTaT o4 rybere Ha 3a4yBaHMTe NOAaToOLM;

MEPKM 33 KPUNTUpPAHE 3a 3aTUTa Ha MOBMIHM PaboTHW CTaHUUM U MeaAuyMU 32 MOBWUIHO
cKknagupame (nanton, YCB, HagBopewHn xapa-guckosu, UA-POM, OBA, uTH.). Ha npumep:
NoBEKETO /lanTonu BKAy4yyBaaT GYHKLMOHANHOCT LUTO OBO3MOXKYBa Aa Ce KPUMNTUPA HWUBHUOT
Xap4, ANCK Nopaau LITO CeKOrall Kora € MOXKHO, e NPEenopav/MBo 4a ce KOpMUCTK oBaa onuuja); u
ynotpeba Ha ycayrm Bo obnak (cloud services) 3a npaserbe Ha CUTYPHOCHM KOMWKU Camo Mo
NpeTxofHa aHa/n3a Ha HUBHUTE yC10BM M 6e36e4HOCHU FrapaHUmK.

MoKpaj 0BME MepKu, BP3 OCHOBA Ha CNpoBefeHaTa aHa/iM3a Ha PU3KK, JOKO/IKY Ce yTBpAM 3a noTpe6Ho,
KOHTPOJIOPOT MOXe Aa MM NPUMEHU U CAeAHUTE MEPKMU:

NnocTaByBatbe Ha GUATEP 3@ NPUBATHOCT HA EKPAHUTE HA MOBUAHUTE PABOTHM CTaHULM WTO ce
KOPUCTAT Ha jaBHM MecTa, Uan ynotpeba Ha MoBUHM PAabOTHU CTaHULM CO MHTErpUpaH

dunTep 3a NpMBaATHOCT;

orpaHuyyBare Ha o6emoT Ha NoJaToLUM KOM MOXKe [a ce 3a4yyBaaT Ha MOobuAHUTEe paboTHU
CTaHMLM Ha OHa LITO € CTPOro HEONXOAHO CO AOMNONHUTE/IHA 3alITUTA U OrpaHNYyBakbe 3a Bpeme
Ha naTyBakba, 0COHBEHO BO CTPAHCTBO;

cnpoBeayBatbe Ha AOMNONAHUTE/NIHM MEpPKM 3a 3alTuTa og Kpaxkba (Ha npumep Kaben 3a
6esbenHocT, BMANMBO obenexyBatbe Ha onpemara WTH) M MEpPKM LWTO M HamanysaaT
HeraTuBHUTe edeKTn (Ha NpMmep aBTOMATCKO 3aKNydyBake, KpUNTUpare); 1

Kora MmobunHuTe ypeam ce KopuctaT 3a cobuparbe NoaaToumn Bo ABUNKEHE (Ha NpUMep: IMUYHU
aCUCTEHTU, NaMeTHU TenedOoHU, NanTonu, UTH.), Wndprpare Ha NogaTouMTe Ha CaMUOT ypea.
NcTo Taka, 3ak/nydyyBarbe Ha YpeaoT MO HEKONIKY MUHYTU HEeaKTMBHOCT M MPOYUCTYBakbe Ha
nogatounte cobpaHu BeAHall LWITOM ce npeHecaT BO MHPOPMALIMCKMOT CUCTEM Ha KOHTPOJIOPOT.

3awmuma Ha eHampewHama mpexica

KoHTponopoT obe3benyBa 3aWTWTa Ha CBOjaTa BHATPELUHA MPEXKa MPEeKy OBO3MOMKyBakbe CaMo Ha
HEeonxo4HWUTEe MPEeXKHN GYHKLMM NoTpebHM 33 06paboTKa Ha IMYHKUTE NOAATOLM, @ 0COBEHO NpeKy:

orpaHudyBatbe Ha MPUCTanoT A0 MHTEpPHET co BNOKMparbe Ha HECYLUTUHCKU YCAYTU U CepPBUCH
(VolP, peer to peer, uTH.);

ynpasyBarbe co Wi-Fi mpexxaTa Koe ondaka KopucTere Ha HajcoBpemeHuTe MeToAn Ha
Kpuntuparse (Ha npumep: WPA2 nan WPA2-PSK 1 co ynoTpeba Ha KOMMN/IEKCHa 103MHKa Koja Ha
onpeaeneH BPeMeHCKM Nepuos ce MeHyBa);

Wi-Fi mperkaTa Koja e OTBOpeHa 3a ynoTpeba Ha /U@ KoM He ce OBflacTeHM (Ha npumep
HaZBOPELUHW NOCETUTENN) 3340/ KMTENHO Aa BMae 04BOEHa 04, BHATPELHATA MPEeXKa;



- BO C/ly4aj HA [ANEYUHCKM MpUCTan, 3a40/KMTENHO BOCMOCTaByBake Ha VPN KoHeKuuja, co
3a[l0/1KMTE/IHA aBTEHTUKALMjA Ha OB/IacTEHOTO AnLe (Ha Npumep: NameTHa KapTUYKa, ypes, 3a
reHepuparbe N03MHKa 3a eIHOKpaTHa ynotpeba — OTP 1 cinYHO);

- obesbepyBatbe HWUTY efeH aAMUMHUCTPATMBEH MaHeN 3a YMpPaByBatbe CO COAPXMKMHA M
HaroZyBatbe Ha CMCTEMOT A3 He buae AMPEKTHO AOCTaneH MpeKky MHTepHeT (4aneuymHCKOTO
OAlP*KYBaH€E 3a[0/IKUTENHO Aa ce u3BpwK npeky VPN); n

- OrpaHW4yBake Ha MPEXHMOT coobpaKkaj co GpuNTpMpare Ha BAE3HUOT/NOjA0BHUOT COObpaKaj
Ha onpemMa CO 3aWTUTEH SWUA, NPOKCU cepBepu, UTH (Ha Npumep: ako Beb cepBepoT KOPUCTU
HTTPS, na ce obe3bean BnesHMOT coobpakaj Aa buae npeky noprtata 443 n co bnoknpare Ha
cuTe ApYrv npuctanm).

KOHTPONOPOT Bp3 OCHOBA Ha aHa/nM3aTa Ha PU3MKOT, MOKPAj NPETXOAHUTE MEPKU, MOXKE 43 NMPUMEHUN U
APYrM MepKM co Kou Ke ja 3ajakHe 3aliTUTaTa Ha CBojaTa M BHaTpeLlHa mMmpeKa.

Ob6e3b6edysar-e Ha cepsepume

KOHTPONOPOT cOrnacHo aHanusata Ha PUM3MK e AO0/KEeH Ha BPBOT HA CBOjaTa /IMCTa Of, acneKkT Ha
NPUMEHATa Ha TEXHUYKM M OPraHN3aLMCKM MEPKM 4a MM MMa CBOUTE CepBEPM Ha KOU ce LeHTpanmsupa
06paboTKaTa Ha ronema KoamumMHa Ha IMYHK nogatouun. Mpu Toa KOHTPOOPOT MM NPUMEHYBa 0CcobeHo
(Hajmanky) cnegHUTe MeEpKU:

- e[MHCTBEHO OB/IaCTEHM /ML KOW M MMaaT NnoTpebHUTe 3Haeta MOXKe Aa MMaaT npucTan go
ANaTKNTE N aAMUHUCTPATUBHU NaHEIN Ha CEPBEPUTE;

- MPWUMEHA Ha OBNACTyBakba CO MOMAJIKY NMPUBUIETMN 3@ IMLLATA KOM HE Ce agMMHUCTPATOPU Ha
MHGOPMaLUCKMUOT cucTem (BoobMUaeHM onepaLmm 3a CTaHaapaAHU KOPUCHULM);

- NpumeHa Ha nocebHa NoAMTUKA 3a Kpeuparbe U ynotpeba Ha NI03MHKUTE 33 agMUHUCTPATOPUTE
Ha MHPOPMALMCKMOT cucTem (Ha NpUMep: MPOMEHA Ha NO3UHKUTE MO CEKOE 3aMUHYBaHE Ha
aAMMHUCTPATOPOT, ynoTpeba Ha noBeke GaKTOPCKa I03MHKA...);

- WHCTanupate Ha CUTe BaXKHW akypupara (updates) 3a onepaTMBHUTE CUCTEMM U 33
anaMKauuunTe BO BPEMEHCKM MHTEPBAJ BP3 OCHOBA HA aHa/M3aTa Ha PU3MKOT, HO He NOLOATO Of,
CEAMUYHO aXKypUparbe CO HarogyBarke Ha CUCTEMOT 33 aBTOMATCKO axypupate (auto update);

- npaBeke Ha CUTYPHOCHM KOMWUW U HUBHA PeAOBHA NPOBEPKA; U

- npumeHa Ha TLS npoTtokon (co 3ameHa Ha SSL13) wau apyr npoTokon wto obesbenysa
wndpmrparbe M aBTEHTMKaUMja, KaKO MMHMMYM 33 KakBa OWMI0 pasmeHa Ha MOAaTOLM MPEKY
WHTEPHET 1 NOTBPAA Ha Hej3MHaTa CooABETHaA NPUMEHA NPEKY COOABETHM aNnaTKu.

Bo cnyyaj kora ce BpwwW agMUHUCTPUparbe Ha 6asvTe Ha MOAATOLM, KOHTPOJIOPOT MM MPUMEHYBA
HajMasIKy cnegHuUTe MepKu:

- ynoTpeba Ha NepcoHann3MpaHu Npoduam 3a npucTan go 6asuTe Ha NOAATOLM M Kpeupare
- Ha nocebHO KOPMCHUYKO MMe 3a ceKoja anauKkauuja (specific account for each application); u
- NpUMeHa Ha MepKM NPOTUB HaMaAW NPEKY NHjekTupare Ha SQL Koa, CKPMNTU U CIMYHO.

Obes3bedysarbe Ha seb-cmpaHUyama Ha KOHMpPosaopom
KoHTPO0pOT Koj MMa cBoja Beb6-cTpaHuua Tpeba Aa NPMMEHM TEXHUYKM MEPKM CO KoM Ke ro rapaHTupa

TOYHMOT MAEHTUTET Ha cTpaHuuata (pharming prevention), Kako U QoBepPAMBOCTA Ha MHbOPMaLMUTE
WTOo rvM ncnpaka uau rm cobrpa npeky Beb-cTpaHMLaTa, M Toa 0COHBEHO NPeKy CeaHNTE MEPKK:



- MMNJemeHTauMja Ha Kpuntorpadckm npotokon (TLS 3ameHyBajku ro SSL) Ha cute Beb cTpaHUUM
Ha KOHTPO/I0POT (aKo MMa noBeKe oA, eAHa), KOPUCTEjKKN ja e ANHCTBEHO HajHOBaTa Bep3uja U Co
NpoBepKa Ha HeroBaTa NpPaBMIHA MMMNIEMEHTALLN]a;

- 3a0/KuUTenHa ynotpeba Ha Kpuntorpadcku npoTtokon (TLS) 3a cuTe cTpaHuum opn Beb-
CTpaHuMUaTa, BKAYYUTENHO M popmynapu 3a cobuparbe NMYHM NOJATOLM UAN OBO3MOXKYBAHE
aBTEHTUKALMja HA KOPUCHUKOT U Ha OHME HA KOM Ce MPUKaXKaHW UK Ce MpeHecyBaaT JINYHU
NoAaToLM KOWU He Ce jaBHO A0CTanHu;

- OrpaHuWYyBarbe Ha MOPTUTE 3a KOMYHMKaLMja Ha OHME KOW Ce CTPOro noTpebHu 3a npaBuIHO
OYHKUMOHMpParbe Ha MHCTaNMpPaHUTe anavKauuun. Ako Beb cepepoT npudaka camo BPCKU CO
HTTPS npotoKkon, camo IP mperkeH coobpakaj Koj Bneryea npeky noprtata 443 e A03BO/EH, a
cuTe APYrv NPUCTaNHM NOpPTU MOpa Aa buaat 610KMpaHu;

- obesbenyBarbe AeKa CaMO OBMACTEHM Auua Ke MOXKAT 43 MMaaT Npuctan Ao anaTkute u
aAMUHUCTPATUBHUTE MHTepdejcu, Npu WTo 0cobeHOo Aa ce orpaHuMuM ynoTtpebata ga buae
[OCTanHa camo A0 OB/IAaCTeHUTe /ila CO agMUHUCTPATOPCKU NPUBUIETMN KOU CE AeN 04 TUMOT
OAroBopeH 3a MHOpPMaTUYKaTa TEXHONOTUjAa U CaMO 33 aAMUHUCTPATUBHU aKTUBHOCTM LUTO Ce
HEONX04HU; 1

- aKO Ce KOopuUCTaT Kojauukba LWITO He ce noTpebHu of, ycayrata, KOHTPOJIopoT obesbeayBsa
NPeTXofHa COrTAaCHOCT 04, MHTEPHET KOPUCHUKOT OTKaKO Ke ro M3BECTM KOPUCHMKOT, a Npes Aa
ce penoHunpa Koaavyero;

KoHTponopoT KOj MMa cBoja Beb-CTpaHMLA He Tpeba Aa NMPUMEHYBa MPAKTUKM KOW FO 3ronemyBaat
PU3MKOT O MOHa 310ynoTpeba, HecakaHa (c/iyyajHa) uaM HamepHa HeoBfiacTeHa obpaboTKa Ha
JIMYHUTE NOAATOLUM, a 0OCOBEHO:

- Ja He npeHecysBa AM4YHM nogaToum npeky URL 6e3 npumeHa Ha NPOTOKOA 3a KpunTupare (Ha
npumep MAeHTUOUKATOPU UK NIO3UHKK);

- KopucTerbe Ha HebesbeaHu ycnyru;

- ynoTpeba Ha cepBepu Kon xocTupaaT 6asn Ha NoAaToOUM UM CEPBEPU KaKo PaboTHU CTaHWUUM,
0cobeHo He 3a npebapyBarbe Ha BeH-CTpaHULUM, MPUCTan 40 eNEKTPOHCKM NOPaKU U CINYHO;

- nocrtaByBabe Ha H6a3MTe Ha NOAATOUM Ha CEPBEPU KOW Ce AMPEKTHO A0CTaNHN NPEKY UHTEPHET;

- U cnogenyBare U ynotpeba Ha KOPUCHUYKUTE CMETKM (user accounts) nomery ABe UAM NoBeKke
OBNACTEHM NMUA.

0O68pcKU U 002080pPHOCMU HA AOMUHUCMPAMOPOM HA UHGOpMayUuCKUom cucmem U Ha
ossacmeHume auya

KOHTpONOpOT Bp3 OCHOBa Ha CNpoBefeHaTa aHa/avM3a Ha puU3MK, M onpeaenysa 06BPCKUTE MU
OArOBOPHOCTUTE Ha ALMMHWUCTPATOPOT Ha WMHOOPMALMCKMOT CMCTEM WM Ha OBJIACTEHUTE /IMLA MpU
KOpUCTEHE Ha JOKYMEHTUTE U MHOOPMATUYKO KOMYHUKALIMCKATA ONpema, NPUMEHYBajKu MM HajMasKy
MepKUTE KO ce NpeABUAEHN CO OBOj NPaBUIHUK.

KOHTPONOPOT 3af0/3KUTEIHO BPWW NEPUOSUYHA KOHTPONA Hag paboTaTta Ha agMWMHUCTPATOPOT Ha
MHPOPMaLMCKMOT cncTeM 1 M3paboTyBa U3BELUTAj 3a M3BPLUEHATA KOHTPONa.

Bo VISBEUJTBJOT Ceé HaBeayBaaT KOHCTAaTUPAHWUTE HENpPaBWU/IHOCTU (,CI,OKO}'IKy 7 VIMa) N npegnoxeHumte
MEPKHU 3a OTCTPaHyBarb€ Ha TUe HEMPABU/THOCTW.



KOHTPONOPOT 3a40/MKUTENHO M MHbOPMMPA aAAMWHUCTPATOPOT M  OBAAcTeHMTe /uua  3a
AOKYMeHTaumjatTa 3a TeXHWYKU UM OPraHM3aumMcKM MEpPKM Koja Ce OAHecyBa Ha M3BpLUYBaeTO Ha
HUBHUTE 0BBPCKM U OArOBOPHOCTMU.

MpeseHuparse, peakyuja u caHuparbe Ha UHyudeHmu

KOHTpOﬂOpOT BP3 OCHOBA Ha aHa/IM3aTa Ha PU3UK yTBpAYyBa NJiaH 3a ynpaByBakbe CO KOHTUHYUTET Ha
CBOjOT VIHd)OpMaLI,VICKM CUCTem, Bl-(ﬂy‘-IYBaj}I(M N CNUCOK Ha OB1IaCTEHUTE NNLUA KOU Ceé OA4roBOpPHU 3a
npeseHunparme, Kako U 33 HaBpPeEMEHO MNOBTOPHO BOCNOCTaByBarbe Ha AOCTANHOCTA A0 JIMYHUTE
nogatoun n NnpucTanoTt 40 HUB BO cnyqaj Ha HAaCTaHaT ¢M3M‘-IKVI NN TEXHUYKU MHUNAOEHT.

CornacHo npeTxoaHo HaBeaAeHOTO, KOHTPOJ1I0POT ro onpeaenyBa HA4YMHOT HA ynpaByBarbe CO MHUMAOEHTU
KOu ja HapywyBaaT 40BepP/INBOCTA, UHTETPUTETOT UIN AO0CTANHOCTA Ha INMHUTE NodaTouun.

YnpaByBarbeTO CO MHUMAEHTU, ondaKa NpujaByBatbe, peakumja u caHuparse Ha UHUUAEHTUTE, NPU WTO
KOHTPOJIOPOT ro onpefe/ysa HauMHOT Ha EBUAEHTUPAHE HA CEKOj MHLUMAEHT, BPEMETO Kora ce nojasu,
OBJ/1IaCTEHOTO /LG KOj O MPWjaBM/IO, Ha KOO € MPUjaBeH M MEPKUTE KOU Ce MPe3emMeHM 3a Heroso
CaHupatbe.

KOHTPONOpPOT M onpesenyBa MOCTANKUTE KOW ce MPUMMEHYBAaT 3a MOBTOPHO BpaKake Ha JIMYHUTE
noJaTouM W HAYMHOT Ha EBUAEHTMPAHbE Ha OBJ/IACTEHUTE JIMLA HA OBOj YJIEH, KOW WM M3BpLUUE
onepauumuTe 3a NOBTOPHO BpaKake Ha JIMYHUTE NOAATOUM, KAaTEropuUTE Ha JIMYHMUTE NOAATOLM KOU Ce
BPaTEHM UM KOM BUNe payHO BHECEHM NPWU BPaKaHEeTO.

KoHTposiopoT obe3beayBa Aeka oBlacTeHUTe Anua, obpaboTtyBaumTe 1 NoaobpaboTyBaunTe 3HaaT KOro
[a ro usBecTaT 4 npeaynpeaaT BO Cy4aj Ha HacTaHaT UHLUUAEHT.

MpeBeHUpPaHETO Ha MHUMAEHTUTE 1 ondaKa CUTE MEePKU MU KOHTPOU YTBPAEHM CO OBOj NPaBWHMK, a
BP3 OCHOBA Ha CNpOBeAeHaTa aHaM3a Ha PU3KK (Ha NPUMEpP: KOPUCTEHE HA HEMPEKMHATO HanojyBakbe
3a fa ce 3alITUTX onpemaTa LWTO Ce KOPMCTM 3a 06paboTKa Ha JMYHUTE MOAATOUM, efHOBPEMEHA
ynotpeba Ha noBeKke ypeay BO HM3a 3a 3adyByBakbe Ha AnMdHMTE nogatoun /RAID TexHonoruja/,
pefoBHO TeCTMpPakbe Ha QYHKLMOHANHOCTA Ha YpeauTe U CANYHO).

CuzypHOCHU Konuu u noemopHo epai?al-be Ha 3a4yeaHume aAu4YHu nodamouu

KOHTpPON0OpOT BP3 OCHOBA Ha aHa/M3aTa Ha PU3UKOT NMPaBU CUTYPHOCHU KOMUKU Ha INYHUTE NOAATOLM Ha
pPefoBHM BPEMEHCKM MHTEpPBasN, CO Len Aa ro Hamanu epeKToT BO C/y4yaj Ha HMBHO HEMOCAKYBAHO
rybere Unm owTeTyBake.

CurypHocHUTe Konuu Tpeba aa ce npaBaT M TeCcTMpaaT pPeAoBHO, 3a WUITO KOHTPOOPOT ycBojyBa MaaH 3a
obe3beayBatbe KOHTUHYMTET (business continuity plan) Koj rv npeaBnayBa cUTe MOMKHU UHUMAEHTU (Ha
npumep: XxapaBepckn MHUUAEHT).

KOHTpO10pOT Bp3 OCHOBA Ha aHa/M3aTa Ha PU3MKOT, 06eMOT M BpeMeHCKaTa AMHaMM1Ka Ha NPOMeHa Ha
nogatoumTte, NpaBu CUTYPHOCHU KOMUWU BO UHTEPBA/IM KOW TO MUHUMU3MPAAT PU3MKOT BP3 edeKToT Ha
nogatoumte 3a KOM NpU MHUMAEHT 6M HacTanMAo HUBHO HEeMocaKyBaHO ryberbe WAW OWTETyBaH-E.
MpuTOa, KOHTPOOPOT Npasu ¢parmeHTMpaHa (incremental back-up), ogHOCHO NoeaMHeyHa Konuja Ha
AHEBHA OCHOBAa BO OAHOC Ha CUTe HacTaHaTU NPOMEHM BO TEKOT Ha AEHOT, a LeNoCHa CUrypHOCHa



konuja (full back-up) Bo penoBHM BpemeHCKM WMHTEpPBanAM MO HEroBa OLEHKAa, a HajMasnky eaHall
MECeYHO, Ha HauMH Koj Ke rapaHTMpa NOBTOPHO BOCMOCTABYBaHbE Ha AOCTAaNHOCTA A0 IMYHUTE NOAATOLM
BO C/y4aj Ha HacTaHAT GUBNYKN U TEXHUYKM MHLIUOEHT.

KOHTPOA0OPOT 3340/1KUTEHO ja NpoBepyBa GYHKLUMOHANHOCTA Ha CUFYPHOCHUTE KOMWM 3a BpLieHe Ha
PEKOHCTPYKLUMja Ha IMYHUTE NOAATOLM.

CUrypHOCHUTE KOMWM ce YyBaaT HaABOoP 04, NPOCTOpKUjaTa BO Koja ce HaofaaT cepBepute U Tpeba aa ce
GU3NYKM M KpUNTOrpadCKU 3alUTUTEHU, 3apaM OHEBO3MOKYBaHEe Ha KakBa b1Mno moaudmkaumja.

KOHTPONOpOT BO 0AHOC Ha CUTYPHOCHUTE KOMWUK O NPUMEHYBa UCTOTO 6e36e4HOCHO HUBO Ha TEXHWUYKM
W OpraHM3auUMCKM MepKM KaKo M 3a NoJatoumTe KoM ce 3a4yBaHW Ha onepaTUBHUTE cepBepu Ha Kou
BpWK 06paboTKa Ha NMYHUTE nodaToum (Ha NpUMep: CO KPUNTUPare Ha CUTYPHOCHUTE KOMWUW, CO
yyBarbe Ha 6e3b6eqHO MeCTO Ha CUTypHOCHAaTa KoMMja 3a Koe ce NPUMEHETU MEePKU U KOHTPOAU KOU To
MWUHUMM3MPAEAT PU3UKOT Of NOoMnAaBa, NoXap, Kpaxba M CAUYHO, UAM BO C/AydYaj Ha AOroBOPHO
perynvparbe M ayTcopcuparbe Ha ycayrata, COOABETHa 3awTuTa Koja Tpeba fAa ja NpUMeHu u
obpaboTyBavorT).

HayuH Ha apxusuparbe u yysarseHa noéamoyume

KOHTpoN10pOT, BO OAHOC Ha JIMYHMTE MOAATOLM 33 KOW CE€ YLUTE He MCTEKO POKOT 338 HWUBHO YyBakbe
COrNacHO 3aKOH, a 3a Kou npectaHana notpebata of HMBHA HenmocpesHa U ceKkojaHeBHA 06paboTKa,
BPLIM apxuBuparbe Ha 6e3beseH HauyMH, OCODEHO aKO apXMBUPAHUTE MOAATOLUU Ce YYBCTBUTE/IHU
nogatoum (nocebHM KaTeropum Ha NIMYHWU NOAATOLM), UM NOAATOLUM LITO MOXKAT Aa MMaaT CEPUO3HO
B/IMjaHUe BP3 CybjeKTUTe Ha INYHUTE NOAATOUM, AOKONKY BMAAT KOMIPOMUTMPAHM.

CornacHo npeTxoaHO HaBedeHOTO, KOHTPOJIOPOT onpeaenyBsa NMNOCTanka 3a ynpasyBakbe CO apXUBCKUOT
MaTepMjan BO O4HOC Ha TOa KOX noaaTtouun Tpe6a Aa Ce apXmBnpaaT, Kako U Kaae ce 4yBaaT un I-(Oj, KaKo “
nog Ko ycnosum nma npucrtan A0 HUB.

KOHTPON0OPOT 33a40/1KUTENHO AOHECYBa COOABETEH AOKYMeHT ,,CNUCOK (Npernea) co POKOBM Ha YyBakbe
Ha MYHWUTE nogaToun” BO Koj Ke 6uaaT cogpskaHu MHOOPMALMM 32 MOMEHTOT Ha aKTUBMPaAHbe Ha
nepuoaoT (POKOT) 3a YyBarbe Ha ANYHUTE NOAATOLMU, UAEHTUDUKYBAHMUTE NepMoamn (POKOBM) 3a YyBatbe
Ha NIMYHUTE NOAATOLM, NPUUYNHUTE 33 YyBakbe Ha NIMYHUTE NOAATOLM, 3aKOHCKMOT OCHOB 3a YyBakbe Ha
NIMYHUTE NOAATOLM U CONCTBEHUKOT Ha NogatoumTe.

KOHTPOMOPOT e A0MKEeH AOKYMEHTOT Aa ro peBuaMpa M ycornacysa roguwwHo COrNacHo NPOMEHUTE BO
paboTereTo Ha KOHTPO/IOPOT M 3aKOHCKUTE YCI0BU 3a UyBakbe Ha IMYHUTE NOLATOLM.

Ynpasyearbe co npeHocausu meduymu

MpeHocAnBUTE MegMyMM Ha KOU ce BPLWKN 06paboTKa Ha IMYHMTE NOZATOLM KOHTPOopOoT obesbenysa
[leKa ce YyBaaT Ha JIoKaluumja 40 Koja MPMCTan MmaaT caMo OB/IAaCTEHU IML,A YTBPAEHU Of, HEeroBa cTpaHa.

HDEHecyBal-bETO Ha MeagnymumtTe HagBop On pa6OTHMTe npocropun ce Bpwn Camo CO nNpeTxonHo
OB/1aCTyBakbe 0/, CTPAaHaA Ha KOHTPOJ10POT.



Mo npeHecyBateTO Ha JIMYHUTE NOAaTOUM Of, MeAUYMOT WU MO UCTEKOT Ha onpeaeneHUoT PoK 3a
yyBakbe, MeaAnymoT Tpeba aa ce YHULWTU, 3bpulle nan Aa ce UCYUCTU of, IMYHUTE NOAATOLUN CHUMEHMU
Ha Hero.

YHUWTYBaHETO Ha MEANYMOT Ce BPLUM HA HauMH KOj Ke rapaHTUpa AeKa NogatoumTe Kon bmune CHUMEHM
Ha HEro He MOMKaT NMOBTOPHO Aa BUAAT PEKOHCTPYMpPaHU (Ha NPMMeEpP: CO MEXAHUYKO pasgenyBatbe Ha
HEroBUTE COCTABHU AEN0BM).

EpMLLIEI-bETO WIN 4HNCTEHETO Ha MEeOANYyMOT Tpe6a Aa Cce m3Bpwn Ha Ha4YMH LWTO Ke OHEBO3MOMM
NOHATaMOLWHO O6HOBYBaI-be Ha CHUMEHUTE NNYHUN noaaTouun.

Bo Tve cnyyan KoHTposiopoT obe3benysa nHGopmaumcKa Tpara (Ha npumep: 3aMUCcHMK), Koja r'M CoapKM
cUTe NoZaToLM 33 LEeNOCHA MAEHTMOUKALMja Ha MegMyMOT, KaKo M 32 KaTeropuute Ha JIMYHM NogaToum
KoW 6Mae CHUMEHMN Ha UCTUOT.

Kpunmupare Ha auvHume nodamoyu

Kora KOHTPO/IOpOT BP3 OCHOBA Ha aHa/nM3aTa Ha PU3MKOT, a 3emajku v npeasua npupoaara, obemor,
KOHTEKCTOT 1 LuennTe Ha obpaboTkaTa Ha INYHUTE MOAATOLM, BPLUM KPUMTUPAHE HA IMYHMUTE NOAATOLMN,
cekorawl MPUMeHYBa HajCOBPEMEHM TEXHWYKM pelleHuja 3a KpUnTupakbe co Kou ro obesbeaysa
WMHTErpuTETOT, A0BEP/INBOCTA U aBTEHTUYHOCTA Ha INYHUTE MOAATOLM.

KoOHTpoNopoT npemeHyBa eAMHCTBEHO NpU3HaTU U 6e3bedHVM anropuTmMm 3a Kpuntuparbe (Kako Ha
npumep: SHA-256, SHA-512 nan SHA-341 Kako xaw ¢yHKunja, HMAC Kopuctejkmn SHA-256, berypt, scrypt
mnn PBKDF2 3a uyBarbe no3uHkM, AES man AES-CBC 3a cumeTpuyHO Kpuntupame, RSA-OAEP v2.1 3a
ACMMETPUYHO KPUNTUpPatbE...), @ BoegHO obe3beayBa 3aWITUTA Ha TajHUTE KAy4yeBM 33 KPUMNTUPAHE CO
orpaHMYyBaYKM NpaBa 3a NpucTan M nocebHo KpenpaHa 6e3beaHa N03MHKA 3a NpucTan.

KOHTpONOpOT AoHecyBa BHATpelHAa Mpoueaypa BO Koja 33a40/KMTENHO ce NPOMMILYBa HAauYMHOT Ha
ynpaByBakbe CO TajHUTE KAy4eBU U cepTUdMKaTK, 3eMajku ro Npeasus, U ynpasyBakeTO CO PU3MKOT Ha
3a60paBeHU NI03UHKM.

dusuyka 6e3beoHocm

KOHTPO0POT 3340/13KUTENHO NMPMMEHYBA 33jaKHATO HMBO Ha 6e36eAHOCT BO OAHOC Ha NPOCTOPUUTE BO
KOW Ce CMECTeHW WM Ce 4YyBaaT CepBepuTe U Mpe)KHaTa Oonpema MpeKy Kou ce BpwK obpaboTKa Ha
JIMYHMTE NOLATOLM CO NPMMEHA Ha COOABETHU MepKM Koum obesbepyBaaT geka camo AMua nocebHo
OBNACTEHM OJ, KOHTPO/IOPOT MMaaT MNpuUcTan, Kako M MEpPKM CO KOWM Ce HamMasyBa PU3MKOT Of,
NoTEHLUMjaIHW 3aKaHW U Toa:

- MHCTanupare Ha alapMHM CUCTEMM MPOTUB YNaj U HMBHA NepPUOLMYHA NPOBEPKA;

- NpWUMEeHa Ha MEePKM M KOHTPOAWM 33 MpeBeHUMja of Kpakba, morkap, eKCnioswu, 4ad, BOAa,
npaLwnHa, BUbpaLnn, XeMUCKM BAMjaHMja, NPEYKM BO CHabayBaHETO CO e/eKTPUYHA eHepruja u
€/1eKTPOMArHETHO 3payeHse;

- obesbenyBate 6e36e4HOCT HA KayyeBuTe M WKdpUTE 33 alapMmU KOM OBO3MOXKYBaaT

- npwcTan 4o NPOCTOPUUTE;

- o0bes3beaysarbe Ha ogaenHn 061acTv Bo 06jeKTOT Kaje ce YyBaaT CepBepuTe cnopes aHanusarta
Ha pM3KK (Ha Nnpumep: ynotpeba Ha nocebHa KOHTPOAA 3a NPMCTan 3a cepBep canarta);



- a)KypupaH CMMCOK Ha /iMua WM KaTeropMm Ha AuLa KOW Cce OBAaCTeHM p[a BAe3aT BO
NpOCTOpMUTE Kaje ce YyBa ONpPema Ha Koja ce BpLuM 06paboTKa Ha IMYHUTE nodaToum;

- BOCMOCTaByBakbe Ha MPaBMIA M METOAM 32 KOHTPOJIA Ha NPMUCTANOT Ha NoceTuTenTe 1 Toa

- MWHUMMYM cO npuapyxba o efHO nuUe BO KOHTPOJIOPOT CO NOCETUTENUTE HAABOP Of,
obnactuTe 3a NpMem Ha CTPaHKu;

- nocebHa ¢u3mnuka 3awTmuta Ha WUT-onpemaTa npeky cneunduyHnM meToam (cuctem 3a
CrnpeyyBakbe HA NOXKap, NOMAaBM, eNEKTPUYHA eHepruja, KAMMaTU3aLmja, UTH.);

- O4prKyBakbe Ha NpocTopuuTe 3a cepBepuTe (KAnmatmsaymja, UPS, UTH.).

- BOAEHEe Ha eBMAaeHUMja 33 npucTan 4O NPOCTOPUUTE Kage LWTO Ce YyBaaT CepBepuTe Kowu
COAPKAT IMYHK NoJaToUM;

- obesbeanyBarbe fAeKa CaMO OBJlIAaCTEHMTE AMLA MOXKAT Aa MpucTanaTt A0 NpoCcTopuute co
orpaHuyeH npucrtan (Ha NpMmep: BO BHAaTPELIHOCTA HA KOHTPOIMPAHUTE NPOCTOPUM 3a NpucTan,
cuTe NMua Aa HOCAT BUAAMBA MAeHTUOMKaumja (KapTUUKa), KaKo U NpencnuTyBatbe U pefoBHO
aXKypupajTe Ha [O3BOINTE 3@ NPUCTan A0 3aWTUTeHUTe obnactu).

Mo MCKAYYOK, CepBEPUTE Ha KOWU Ce MHCTa/IMpaHn coPTBEPCKU Mporpamm 3a obpaboTKa Ha AUYHUTE
noAaTtoun, MoXKaT Aa 6buaat ¢GU3MYKM  IouMPaHN, XOCTUPAHM UM aAMUHUCTPUPAHM HALBOP OA
NpPOCTOPUNTE Ha KOHTPONOPOT. Bo 0BOj cnyyaj, mefycebHUTe npaBa M OBBPCKM HA KOHTPOIOPOT W
NpPaBHOTO, OAHOCHO GU3MYKOTO NuLEe Kaj Koe ce PUSNYKU NoLMpPaHM, XOCTUPAHU U aAMUHUCTPUPAHU
cepsepute, Tpeba ga 6buaaT ypeaeHu co AOroBop BO NMCMeHa Gopma, KOj 3a[0J/IKUTENTHO Ke COAPIKU
MepKM 3a 6e36e4HOCT Ha IMYHWUTE NOAATOLM COTNAaCHO NPOMNUCUTE 3a 3aLUTUTA Ha IMYHUTE NOAATOLM.

Koumpona Ha uHghopmayuckuom cucmem u uHgpopmamuykama uHgppacmpykmypa

Bo goKkymeHTaumjaTa 3@ TEXHUYKM U OPraHM3aLMCKM MEPKU, 3a40/KMTenHo Tpeba ga ce coapKaHu
nocTtankuTe 3a oBaacTyBakbe Ha 0hMLEpPOoT 3a 3alUTUTa Ha IMYHUTE NOAATOLM, 33 BpLUEHEe NepnoanyHm
KOHTPOAM, 3apaAM cnelerbe Ha YcornaceHocta Ha paboTereTo Ha KOHTPO/OPOT CO NponucuTe 3a
3alITUTa Ha IMYHMTE NOAATOLM M CO AOHEeceHaTa AOKYMeHTaluja 33 TEXHUUYKU U OPraHM3aLMCKU MEePKMU.

NHpopmaumckmoT cuctem m mHGopmMaTUUKaTa MHOPACTPYKTYpa Ha KOHTPOJOPOT 3a40/KUTENHO
noA/sieskaT Ha roauliHa BHaTPelHa KOHTPO/a CO Len Aa ce NpoBepu Aanu nocTankuTe W ynaTtcTeaTa
coAprKaHM BO MpaBwmiaTta M NOAUTUKKUTE 33 6e3befHOCT Ha AMYHUTE NOAATOLM Ce NPUMEHYBAAT U Ce BO
COrNacHOCT CO NPOMNUCUTE 3a 3aLUTMUTA Ha IMYHUTE NOAATOLM.

Ynpaeysare co o6pabomyeavu

KOHTpONOpOT € [o/KeH ga BOCMOCTaBM NPOLEC Ha ynpaByBakbe MNPU KOPUCTEHE Ha YCIyrM 3a
06paboTKka Ha AMYHUTE NoAaToOUM Of CTpaHa Ha 06paboTyBaum, a Co Len Aa ce BOCNOCTaBaT COOABETHM
npoueaypv 3a ognydysare npu M3bopoT Ha 06paboTyBayoT, ynpasyBarbe co 06paboTKaTa Ha ANYHUTE
noJaToum, KakKo M WUCMONHYBake Ha O0roBopeHuTe OOBPCKM M OArOBOPHOCTM 0Of CTpaHa Ha
obpaboTyBayoT.

KOHTPONOPOT e Jo/KeH Aa NpUMeHyBa npouesypa 3a oA4/lydyyBarbe 3a M3bop Ha 0b6paboTyBay co Koja
33J0/IKUTE/HO Ke npeasuam:

1. AHanusa Ha noTeHuMjanHUTe 06paboTyBayYM BO OAHOC Ha HUBHUTE TEXHUUYKU M OPraHM3aLmUCcKu
MepKu 3a obesbeayBarbe Ha rapaHumja Aeka obpaboTkaTa Ha ANYHUTE NoJaToLM Ke ce 0ABMBa



BO COrNacHOCT co baparbaTta NpeasuaeH Bo NPONUCUTE 3a 3alITUTA Ha IMYHUTE NOAATOLM, KaKo
1 3a 06e3beayBatrbe Ha 3alLTUTa Ha NpaBaTa Ha CybjeKTuUTe Ha IMYHK NoAaaToum;

2. AHanusa Ha pu3MuuTe Bp3 PaboTereTo Ha KOHTPO/IOPOT LITO MOXKaT Aa npousnesat npu
obpaboTKaTa Ha IMYHUTE NOZATOLUM Of CTpaHa Ha obpaboTyBauunTe.

AHzaxcupare Ha obpabomyeayu

Bo cnyyaj Kora KOHTPOAOPOT Ke 0ANy4u Aa npeHece paboTn oA HEeroBUOT AeNOKPYr Ha paboTa NoBp3aHM
co 06paboTKa Ha IMYHM NoAdaToum Ha o6paboTyBayoT, AO/IKEH € Aa 06e3bean AeKa NMYHUTE NoAaToUM
ce obpaboTtyBaaT noa HeroB Haa3op Hag 6e3beAHoOCTa Ha AMYHMTE MoAaTouM, MPWU LWITO AUYHUTE
nogatoumn mopa ga 6uaat obpaboTtyBaHn co 6e3beaHOCHM rapaHuUMK. KOHTPONOPOT MOXe Aa npeHece
pabotTn camo Ha obpaboTyBay Koj moxe Aa obe3beau AOBONHO rapaHumu, ocobeHo BO OAHOC Ha
noTpebHOTO 3Haere o4 06nacTa Ha 3aWITUTaTa Ha IMYHUTE NOAATOLM, CUTYPHOCTA U pecypcuTe.

MerfycebHuTe NpaBa U 06BPCKU Ha KOHTPOJIOPOT U 06paboTyBayoT Mmopa Aa buaaT ypeaeHn co Aorosop
Nnpu WTO KOHTPOI0POT NpeJ, ia ro CKAy4ymn AOroBOpoT e Ao/KeH Aa nobapa oa obpaboTysayoT (gasaTten
Ha ycayraTa), Aa My ja npe3eHTupa cBojaTa 6e3beaHOCHA NOAUTMKA BO OAHOC MHGOPMALIMCKMOT CUCTEM
1 nHpopmaTUiKTa MHPACTPYKTYpPa Ha Koja Ke ce BpLiM obpaboTKaTa Ha IMYHMUTE NOAATOLUMN BO MME Ha
KOHTPOI0POT.

BesbeaHocHaTa NoANTUKA Tpeba Aa coapKuM NoaaToLm co Kou Ke ce rapaHTuta 6es3begHocTa Ha INYHUTE
nogaTtoum, n Toa:

- JaJIM 1 KAKO Ce BPLUM KPUNTUPAHE HA MOZAATOLMUTE CNopes HUBHATA YyBCTBUTENIHOCT;

- MOCTOeH€e Ha Mpoueaypy KOW rapaHTUpaaT AeKka HUKOj HEMa A3 MMa HeoB/acTeH MpucTan Ao
nogatoumTe;

- [a/IM 1 KaKo Ce BPLWM KPUNTUParbe Ha NPeHOCOoT Ha NogaToum;

- rapaHuMM BO O4HOC Ha CNeanBOCT (10roBu, MHPOPMaLUMCKa peBM30OpCKa Tpara...);

- ynpaByBakbe CO NpaBaTa Ha NnpucTan;

- aBTeHTWKaumja; u

- ApYyrv mepku 3a besbeaHocT Ha 06bpaboTKaTa Ha ANYHUTE NOAATOLM.

JorosopoT Tpeba Aa coapun ogpenbu ocobeHo 3a:

- NpeaMeToT, 4O/IKMHATA U LLenTa Ha 06paboTKaTa Ha IMYHMTE NoAaTOLM;

- 06BpcKkUTe 3a 06PaboTyBaYOT A3 Npe3eme TEXHUYKU U OPraHU3aLMCKM MepKM 3a Aa obesbeam
6e36eaHOCT Ha 06paboTKaTa Ha IMYHKUTE NoAATOUM;

- 06BpCKNUTE BO OLHOC HA AOBEP/IMBOCTA HA LOBEPEHUTE JIMYHWN NOAATOLM;

- MMHMMaNHUTE CTaHAAPAM 33 aBTEHTUKALMja Ha OB/lacTEHUTE NLL3;

- ycnosuTe 3a BpaKartbe Ha nogatounTe W/MAU HUBHO YHULITYBatbe MO WCTEKOT WM
PacKMHYBaHETO Ha LOroBOPOT;

- nNpaBuWaaTa 3a ynpaByBakbe U M3BECTYyBakbe Ha KOHTPOJIOPOT BO C/y4aj HA MHLMAEHTU,04HOCHO
BO C/ly4aj HA HapyLlyBatbe Ha 6e3beaHOCTa HA IMYHMTE NOAATOLM;

- 06BpcKknTe 3a 06pPaboTyBaYOT Aa NOCTANyBa e4MHCTBEHO BO COMIACHOCT CO ynaTcTeaTa AobueHu
0/, CTPaHa Ha KOHTPOJIOPOT;

- Apyrute 06BPCKM M OArOBOPHOCTM COMNACHO CO MPOMMCUTE 3a 3alITUTA Ha IMYHMTE NOAATOLM U
CO AOoHeceHaTa AOKYMEHTalMja 338 TEXHUYKM N OPraHn3aLLMCKU MEPKMU.



2. Op2aHU3ayuCKU mepKu
Op2aHu3ayucKu mepKu 3a 6ezbedHocm Ha AUYHUMeE nodamoyu

KoHTponopoT e ponkeH ga obesbeam cOOABETHM OPraHU3aLUMCKM MepKM 3a 6e36e4HOCT Ha IMYHuTe
noAaToum Bp3 OCHOBA Ha pesyaTaTUTe 0f, aHaM3aTa Ha CNPoBeEeHNOT PU3KK, a ocobeHo aa obesbean:

- OrpaHuyeH npucTan co ngeHTndMKaumja 3a npuctan 4o IMYHUTE NogaToLm;

- OpraHu3auucKku NpaBuaa 3a NpUCTan Ha OBAACTEHUTE INLA 40 UHTEPHET KOW ce ogHecyBaaT Ha
CMMHYBatb€ U CHUMatbe Ha AOKYMEHTU NPEe3eMeHM O e/IeKTPOHCKaTa NoLwTa U Apyrv U3Bopu;

- YHUWTYyBatbe Ha AOKYMEHTM NO UCTEKOT HA POKOT 32 HUBHO YyBakbE;

- MepKu 3a GM3NYKA CUTYPHOCT Ha paboTHUTE NPOCTOPUU U Ha MHPOPMATUUKO KOMYHMKaLMCKaTa
onpema Kage wro ce cobupaat, obpaboTysaaT 1 YyBaaT IMYHUTE NOAATOLUM; U

- TNouuTyBatbe Ha TEXHUYKMUTE YMNaTCTBa MPU MHCTaAUParbe W KopucCTere Ha WMHOOPMATUUKO
KOMYHMKaLMCKaTa onpema Ha Koja ce ob6paboTyBaaT IMYHWUTE NOAATOLM.

- BpaboTeHOTO /iMLe Koe v BplwK paboTUTe 33 YOBEUKM Pecypcu Kaj KOHTPONOPOT, ro U3BecTyBa
aAMUHUCTPATOPOT Ha MHOOPMALIMCKMOT CUCTEM 3a BPabOTYBarbETO MM aHrakMpareTo Ha
CeKoe OB/IaCTeHO AMLE CO NPaBO Ha npucTan 40 MHPOPMALMCKMOT cucTem, 3a Aa my buge
AOJENIeHO KOPWUCHMYKO MMe M NI03MHKa, KaKo M 3a NpectaHoK Ha BpaboTyBarbeTo MAu
aHraXkupareTo 3a ga My 6uaaT M3BpuLIaHM KOPUCHUYKOTO MME M JI03MHKaTa, OAHOCHO
3aKay4eHu 33 HaTaMOLLEH npwucTan.

MN3BecTyBarbeTo ce BpWKU U Npu 6MNO KoM ApyrM NPOMeHUM BO PabOTHMOT CTAaTyC MAM CTAaTyCcoOT Ha
aHraXXMpareTo Ha OBNACTEHOTO JNLE LWITO MMa BAWjaHME BP3 HMBOTO Ha A03BONEHMOT MpucTan no
MHOOPMALMCKMOT CUCTEM.

UHpopmuparbe u edyyuparbe 3a 3awmumama Ha Au4HUMe nooamouyu

Jlnuata Komn ce Bpa60TyBaaT U Cce aHra*Xmpaat Kaj KOHTPO/10POT, npea HMBHOTO OTMNOYHYyBakbe CO
pa60Ta Cé 3ano3HaBaaT Co NponucuTe 3a 3allTUTAa Ha JINYHUTE NOAAaTOLM, KaKO U CO AJOHecCeHaTa
AOKyMeHTaLJ,VIja 33 TEXHUYKU N OPraHN3aLUCKN MEPKU.

3a AnuaTa Koum ce dHra*Xunpaat 3a n3BpllyBsarbe Ha pa60Ta Kaj KOHTPO/10POT BO AOroBOpPOT 3a HUBHOTO
aHraXnpake ce HaBeagyBsaaT O6BpCKMTe M O0AroBOpHOCTUTE 3a 3aWUTUTA HA IMYHNTE NOAaTOLUMN.

KoHTpoNopoT npea, HenocpeAHOTO 3ano4YHyBakbe CO paboTa Ha OBAACTEHWUTE AMLA, AOMNOJHUTENHO U
nHdopmmpa 3a HenocpesHUTe 06BPCKU M 0A4TOBOPHOCTU 3a 3aLUTMTA Ha JIMYHMTE NOAATOLM.

JNuata Kou ce BpaboTyBaaT WM Ce AHTAXKMPaAaT Kaj KOHTPOJIOPOT, Mpes HUBHOTO OTMOYHYBaHE CO
paboTa cBOepayHO NOTNMLIYBAAT M3jaBa 3a TajHOCT U 3alITUTa Ha 06paboTKaTa Ha IMYHMUTE NOAATOLM.

M3jaBaTa ocobeHo CO4pXU: OeKa nUaTa Ke v NnoYnTyBaAAT HayeNnaTa 3a 3aWlTUTA Ha INYHUTE No4aTouUMnN
npeg HMBHUOT npucrtan 4o JTNMYHUTE NOAATOLUM, Ke Bpwart o6pa60TKa Ha /IMYHUTE NodaToun CornacHo
ynaTtcreaTa ,D,OGI/IEHI/I O/, KOHTPOJZIOPOT, OCBEH aKO CO 3aKOH NMNOMHAKY HE € ypeaeHo n Ke 4yyBaaT Kako
A4O0BEPINBU TINHHUTE NOAATOUN, KAKO N MEPKUTE 33 HUBHA 3alUTUTA.

M3jaBaTa 3a40/1KMTEHO Ce YyBa BO AOCMejaTa Ha vuaTa Kou ce BpaboTyBaaT MM Ce aHraxkmpaar Kaj
KOHTPO/I0POT.



KOHTPONOPOT 3340/1KUTEIHO BPLUM KOHTUHYMPAHO MHPOpMUpatbe M edyuMpatbe Ha PaKoBOACTBOTO M
OBNacCTEHMTE MLA 3a HernocpeaHUTe 06BPCKN M OAFOBOPHOCTM 3@ 3aLUTUTA Ha IMYHUTE NOAATOLM.

Mpucman do dokymeHmume
MpucTanoT Ao AoKYMeHTUTe Tpeba buae orpaHMYeH camo 33 OBAACTEHM IMLA Ha KOHTPOJI0POT.

3a NpPpUCTanyBakbeTO A0 AOKYMEHTUTE 3a40/IKUTENHO Tpe6a Aa Ce BOCNOCTaBat MEeXaHU3IMKU 3a
MAGHTMd)MKaLI,VIja Ha OB/1aCTEHUTE ZILUA U 3@ KAaTETOPUNTE Ha IMHHUTE NOoAaToUN 00 KOU Ce npucTanysa.

ﬂ,OKOﬂKy e I'IOTpEGEH npucTtan Ha Apyro nanue 4o OOKYMEHTUTE Torawl Tpe6a Aa 6MAaT BOCNOCTaBEHU
cooaBEeTHU nNpoueaypwu 3a Taa Uuen Bo ,CI,OKyMeHTaLI,MjaTa 3a TEXHUYKUTE U OPraHNU3aUNCKUTE MEPKMN.

Mpaesuno ,,yucmo 6upo”

KOHTPO/I0pOT 3a40/KMTENHO TO MPUMEHYBA NPaBUAOTO ,,4UCTO BMPO”, Nnpu obpaboTKaTa Ha NUYHUTE
nogaTouM CoAP*KaHM BO AOKYMEHTUTE 33 HMBHA 3alUTUTA 33 BPEME Ha LLeIMOT npouec Ha obpaboTka oz
npucTan Ha HeoBNACTEHM /iMua.

Yyeare Ha 0oKymeHMu

YyBarbeTo Ha JOKYMeHTMTe Tpeba Aa ce BPLUM Ha HauMH CO LWTO Ke ce NPUMEHaT COOABETHU MEXaHU3MM
3a nonpeYyyBarbe Ha CEKoe HeOBNACTEHO OTBOPathe.

Kora GM3NUYKUTE KapaKTEPUCTMKM Ha AOKYMEHTUTE He A03B0/1yBaaT MPUMEHa Ha MEePKUTE, KOHTPOIOPOT
Tpeba ga NPMMEHWN APYrM MEPKM KOM LUTO Ke ro CpeyaT CeKoj HeoBAACTEH NPUCTAN A0 AOKYMEHTUTE.

AKO LOKYMEHTUTEe He Ce 4yyBaaT 3alTUTEeHM, Toralwl KOHTPOAOPOT Tpe6a Aa T’ NMPpUMEHN CUTE MEPKU 3a
HWUBHA 3alUTUTa 3a BPEME Ha UENNOT npouec Ha o6pa60TKa o4 Npuctan Ha HeoB1IAaCTEHU NINLUA.

YHuwmyeare Ha 00KymeHmu

YHUILTYBaHETO Ha LLOKYMEHTUTE Ce BPLUM CO CUTHEHE WM CO APYT HAUYMH, NP LITO UCTUTE NOBTOPHO Aa
He MoMKaT aa 6ugaT ynotpebnaunsu. Bo 0BOj Cyyaj KOMMCUCKM Ce COCTaByBa 3aMMUCHMK KOj MM COAPMKM
cuTe noaaTouM 3a UefNocHa uAeHTMOMKAuMja Ha AOKYMEHTOT Kako M 3a KaTeropumte Ha JNYHUTE
NoZaToLM COAPXKaHN BO UCTUOT.

HayuH Ha vyyearbe Ha doKymeHmume

MnakapuTe (opMaHUTE), KapTOTEKUTE UAWM ApyraTa ONpema 3a YyBatbe Ha AOKYMEHTU 3a40/KUTENHO
Tpeba ga 6MaaT cMecTeHM BO NPOCTOPUMN 3aKAYYEHN CO COOABETHU 3aLUTUTHU MexaHu3mu. MpocTopuuTe
Tpeba Aa 6uOaT 3aKNydYeHU U 33 NepuoaOoT Kora AOKYMeHTUTe He ce obpaboTyBaaT oA oBlacTeHUTe
mua.

Kora CI)VI3VI‘-IKMTe KapPaKTEPUCTUKN HA MPOCTOPUNTE HE A03BOJSIyBaAaT NPUMEHA Ha MEPKUTE, KOHTPOJ1I0POT
Tpe6a Aa NPpUMeHn Apyrn MepKu 3a Aa ce cnpeyum CGKOj HeOoB/1aCTEH NPUCTAN A0 AOKYMEHTUTE.



BUCOKO HMBO

TexHUYKU mepKu
AdononHumenHu mepku

KOHTpOl’IOpOT BP3 OCHOBaA Ha aHa/1M3aTa Ha PU3SUKOT BOBeAyBa U NpUMeHYBa OOMOJTHUTENTHU MEPKU 3a
6636E,D,HOCT Ha INYHUTE No4aToun CO KOuU Ke AEMOHCTPUpPa JONOJIHUTENNHA YCOrnaceHoCT Co nponncuTte
n ,D,06pMTe NPaKTUKKU 3a 3alUTUTA Ha IMYHUTE NodaTouMn.

Ynpasyeare co n103UHKU

KoHTponopoT Tpeba Aa KOPUCTM anaTkM 3a ynpaByBakbe CO JIO3UHKU CO Kou obe3beayBa Jeka
pa3nyHMTE NO3UMHKKM 3a CeKoja ycnyra, MAn copTBepcka nporpama CoOABETHO ce YyBaaT, Npu LWTO 3a
npucTan Ao cute NO3MHKKM obesbeayBa rnaBHa No3uMHKA (master password), Koja Tpeba ga buge
3ajakHaTO KOMM/IeKCHa, 0A4HOCHO Aa buae coctaBeHa oA KoMbuHauuja Ha Hajmanky 12 andpaHymepuyku
KapakTtepu (byksu /manun n ronemun/), cumbonun, 6poesun 1 cneumjasHu MHTEPNYKLUMCKM 3Haum) n aa ce
MeHyBa BO nepuog He nogonr og 30 geHa.

KOHTPONIOpOT BO COrNacHOCT CO aHa/nM3aTa Ha PU3MKOT, 33 OApeaeHN OBMaCTeHW vua (Ha npumep 3a
aAMUHUCTPATOPOT Ha MHPOPMALIMCKMOT CUCTEM MAM INLLATa KOU KpPenpaaT U KOpUCTaT raBHa N03UHKa
(master password), moske ga M3BpWKU guUCrep3nja Ha PU3UKOT MpPeKy ynpaByBarbe CO JIO3WHKATa CO
AononHuTeneH $akTop COrnacHo NpasuaoTo nh-2 (Ha npumep: uHbopmauujaTa 3a NI03MHKATa Aa buae
nozeneHa Ha ABe Wan noBeke NLA KOW 3ae4HUYKN Ke Ce HajaByBaaT Ha HauMH LUTO CEKOj Ke 3Hae camo
aen og nHbopmaumjaTa Koja ja COuMHYBa /I0O3UMHKATa, UAM e4HO OBNACTEHO /INLE ja 3HAe /I03UHKa, a
ApYro ja nocegysa 1 ynotpebyBa nameTHa KapTUyKa — smart card).

Cepmucpukayuja 3a 3awmuma Ha AU4HUM nodamoyu

KoHTpPOA0pOT, NOKpaj BHaTpellHaTa KOHTPOAA, a Ha A06POBO/IHA OCHOBA, MOXKE A3 U3BPLIN U NPOBEPKa
Ha npouecuTe U MHTEPHUTE AOKYMEHTM 3a 3alTWUTa Ha JIMYHWUTE NoAaToOUM 3apaam cepTUdMKaumja Ha
npouecuTe Npeky Kou ce 06paboTyBaaTt MYHMTE NOAATOLM, CO LieN A3 AEMOHCTPUPA YCOrNAcCeHOCT COo
nponucuTe 3a 3aWTUTa Ha AMYHUTE NogaTouM Npu onepauumute Ha obpaboTka. CepTuduKkaumjata ce
BpWKX oA AreHumjata uam og cepTUPMKAUMOHM Tena CornacHO NPOMMCUTE 3a 3alUTUTA Ha NUYHUTE
nogatouum.

Ynpaeyeare co npeHocausu meouymu

KOHTPOMOPOT € [0/KEeH Aa BOCMOCTaBM CUCTEM 3a €BUAEHTUPAHE Ha MEAUYMUTE KOU Ce NMPMMaaT co
LeN 43 OBO3MOXM ANPEKTHA UNU UHOMPEKTHA UaeHTUdUKaLMja Ha BUAOT HA MeAUYMOT KOj e NPUMEH,
JaTyM M BpeMe Ha npumarbe, ucnpakad, 6poj Ha Mmeanymu Kou ce NPUMEHU, BUA Ha OOKYMEHT Koj e
CHUMEH Ha MeAWYMOT, HAYMH Ha UCMpaKkakbe Ha MeAUYMOT, UMe U Npe3nme Ha /IMLLETO OBNACTEHO 33
npuem Ha meamymot. OBue oapendu ce NPUMEHYBaaT U 3a EBUAEHTMPAtbe Ha MeaWyMUTEe Kou ce
McnpakaaTt o4, CTpaHa Ha KOHTPOJIOPOT. 3a NpeHeceHUTe MeanyMu HaaBop o4, paboTHUTE NPOCTOPUMN HA
KOHTponopoT, Tpeba Aa 6GuaaT npesemeHM HEOMXOAHW MEPKM 33 fa Ce ChNpeynu HeoB/acTeHO
06paboTyBarbe Ha IMYHUTE NOAATOLLM CHUMEHU Ha HUB.



Tecmuparbe Ha UHGoOpMayUCKUOM cucmem

KOHTPONOPOT 3340/KUTENHO BpLIM TecTMpartbe Ha MWMHPOPMALMCKMOT CUCTEM nMpej  HerosoTo
UMNJIEMEHTMPabE UK NO U3BPLUEHUTE MPOMEHU CO LLen Aa Ce NpoBepu Aanan cuctemot obesbeaysa
6e36e4HOCT Ha /IMYHMTE MNOAATOLUM COFNACHO CO MNPOMMCUTE 3a 3alUTUTA Ha JIMYHUTE NOAATOLM.
TecTMpareTo ce Bpwu Npeky 0bpaboTKa Ha AOKYMEHTU KOM COAPMKAT MMArMHapHW IMYHU NOAATOLM.

CepmudpukayuoHu nocmanku

KOHTPON0OpOT MOMKe Aa NPMMEHYBA U APYIrY TEXHUYKM MEPKM 3a TajHOCTa M 3alUTUTa Ha 0bpaboTKaTa Ha
JIMYHUTE NOJATOLM, NPEKY MPUMMEHA Ha CepTUOMKALMOHM MOCTanKW COrMacHO MponucuTe LWTO ja
ypeaysaat ynotpebata Ha eNeKTPOHCKM AOKYMEHTW, eNeKTPOHCKa uaeHTudMKaumja v L0Bep/vBU
ycnyru.

lpeHecysare Ha meduymu

Meauymute MoxKaT Aa ce npeHecyBaaT HagBoOp O PaboTHUTE NPOCTOPUM CaMO aKo JIMYHUTE NOAATOLM
ce KpUMNTUPaHW UM aKOo Ce 3alUTUTEHU CO COOZBETHU METOAM KOW rapaHTUpaarT Aieka nogatoumrte Hema
Aa 6buaaT YUTAMBKM, NPU LWITO CaMO AAMWHUCTPATOPOT Ha WMHPOPMALIMCKMOT CUCTEM MOXKE Aa U
AEKPUNTUPA UK INLE OBNIACTEHO O HEro.

MpeHecysarbe HA AUYHUME NOOAMOYU NPEKY MPeXcd 3d eeKMPOHCKU KOMYHUKAyuu

JINyHUTE NogaTouM MOXKaT [a ce NpeHecyBaaT NPeKy MpPerKaTta 3a e/1IeKTPOHCKN KOMYHUKaLMM CaMo aKo
ce KpUNTUpaHW WAN aKo ce MNocebHO 3alUTUTEHUM CO COOABETHM METOAM KOW rapaHTUpaaTt JeKa
nojatouuTe Hema Aa buaat YNTAUBU NPU NPEHOCOT.

Op2aHu3ayucKu mepKu
Konupare u ymHoMcyeare Ha 00KymeHmume

KonnparweTo MAM YMHOXKYBarbeTO Ha AOKYMEHTUTE MOXe [a Cce BpWM eauMHCTBEeHO O, CTpaHa Ha
OB/1aCTeHN NNLa onpeaeneHn Co npouengypa o4 CrtpaHa Ha KOHTPOOPOT BO KOja 3340/TXKUTENHO Ce
yTBpAYyBaaT MEpPKUTE U HAUMHOT HA KOMUPAHETO N YMHOXYBareTo Ha AOKYMeHTUTe. YHULITYBareTo Ha
Konnnute WAn YMHOXEHUTE OOKYMEHTU Tpe6a Aa Cé M3BpWWM Ha Ha4uMH WTO Ke OHEBO3MOXKM
NOHATaMOLWHO O6HOBYBaH:e Ha cogpKaHUTe TMYHN NoAaTOLMNU.

lpeHecysare Ha OOKymeHmMuU
Bo cniyyaj Ha GM3MYKM NPEHOC Ha AOKYMEHTUTE KOHTPOJIOPOT 3340/ KUTENHO Npe3ema MepKU 3a HUBHA
3alITUTa 04, HEOB/IAaCTEH MPUCTaN UM PaKyBakbe CO JIMYHUTE MOAATOLM COAPKAHM BO AOKYMEHTUTE KOU

€ npeHecyBaar.

MPETCEOATEJI, BecHa AneKcoBcKa

n
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CNPOBEAYBAHE HA NO/IMTUKATA 3A BESBEAHOCT HA O6PABOTKA HA JINYHUTE NOAATOLMU
(onuc Ha TeXHMYKM U OpraHM3aLUCKN MEPKHK)

1. Cucumem 3a 3awmuma Ha AUYHU Nodamoyu

— YnpaByBarbe CO pu3MK: JIMYHMTE NOAATOLM CO KOM pacnonara 34py:KEHWeTo Ha rpafaHu 3a
peTkn 6onectn KUBOT CO NPEOM3BULIN Butona, ce yyBaaT BO KOMMjyTep MAM BO XapTueHa

dopma.

- I'Ipou,eHa Ha pusnun: HeosNaCTeH NpUCTan, HenoCakKyBaHM NPOMEHU U NpuBpemeHa Wuaun

LLe2I0CHa HeA4O0CTAaNHOCT Ha noaaTouuTe.

- M3BOp Ha PU3UK. YOBEYKU pecyCpCH, KOHKYpPEHT, HaaBOpeELleH Hanal‘aq, OB/1aCTeHO unue

AOMUHUCTPATOP UIU BHATPELWHN N HagBOpPELWHN N3BOPU- BOAA, NOXKap, BUPYC U TH.

— MOXKHM 3aKaHW Ha Xap4Bep W OOKYMEHTU BO XapTMeHa ¢opma: ynotpeba Ha HecoonBeTeH
HauuH(3noynoTpeba Ha oOBNACTyBakbe, rpewka Mpu pakyBakbe), MameHa( MHCTanMpare Ha
310HamepeH copTeep), rybere(ryberbe Ha MemMopuCKKN ypea), HabsbyayBare(reonokaumnja Ha
onpemaTta), owTeTyBarbe( BaHAanM3am, NPUPoOAHO aberbe), npeonToBapyBarbe( LIENOCHO

NoTNO/IHET MeAMYM 3a CKNaaupatse).

— YTBpAyBake Ha NOCTOjaHM UAW NAAHUMPAHU MEPKM 3a pellaBakbe Ha CEKOj PU3MK: OBlacTeHUTE
IMUa 3a NpucTan Ao NoAaTouuTe MMaaT OAAeHU NI03UHKM 33 NPUCTan Ha KOMMNjyTepoT U Kayy
oa ced/nnakap Kage ce 4yBaaT JMYHUTE MOAATOUM, Ha MOAATOUMTE KOM € 4dyBaaT BO
eNeKTPOoHCKa ¢opma egHall mMeceyHo ce npaBu bHekan Ha YCB Koe ce 4yBa BO ced,
KaHuenapuvjata u ced/nnakap Kage ce yysaaT JMYHMTE NOAATOLM Ce 3aWITUTEHM CO Bpasm Co

KNy,

CTAHAAPAHO HUBO HA MEPKMW 3A BESBEAHOCT HA OBPABOTKA HA ZINMHU NOAATOLUMU
JokymenmupaHu npoyecu 3a He36edHocm Ha obpabomka Ha AUYHUME Nodamouyu:

1. AHanusa Ha puU3sMK

2. Onuc Ha TEXHUYKU U OpraHn3aunCkmn MepKu 3a o6e36ep,yBa|-be Ha TajHOCT M 3alUTUTA Ha

o6pa60TKa Ha TMYHN NOAaTOLUM COOABETHO Ha PU3SUKOT

3. AKTMBHOCTM 3a 0ByKa M MOAWUrHyBarbe Ha CBecTa Ha PaKOBOACTBOTO M BpaboTeHWUTe 3a
npusaTHocta M 6e3begHocTa Ha pPU3ULKU: KOHTPOAOPOT U/Man oduuLepoT pedoBHO ja
noceTyBa CTpaHMuaTa Ha AreHuwujaTa 3a 3alITMTa Ha JIMYHM NogaTouMm, MM pasriesysa U
cnpoBeayBa CUTE HOBOCTM M M3MEHM BO 3aKOHUTE M NPABUMAHULMTE 33 3alUTUTA Ha JIMYHK
nogatoum 3a LWTO ciaeau peaosBHM obyku of AreHuuwjaTa, a 3a WTO PefoBHO YCHO WM
MUCMEHO I'M U3BECTYBa PAKOBOACTBOTO M OB/IaCTEHUTE INLLA 33 NPUCTan A0 IMYHM NoAaToLUM

3a NpMMeHa Ha UCTuTe.

4. HauuH Ha obe3beayBatbe Ha aBTEHTMKALMja Ha OBNACTEHWUTE AnLA BO MHPOPMALMCKMOT
cuctem: Cekoe iMLe Koe MMa NpUCTan 40 IMYHKU NoAaToUM NOoTNMILYBa M3jaBa 3a TajHOCT U
3allTWTa Ha Ha 0bpaboTKaTa Ha IMYHWM NojaToum M fobusa nocebHa NO3MHKA 33 NpucTan

KOja ce MeHyBa Ha Cekon 3 meceupm.

5. HauuHOT Ha 06e36eayBatbe Ha KOHTPOJIA Ha NpuUcTan 40 MHGOPMALMCKMOT CUCTEM: MPUCTanN
40 MHOOMALUMCKMOT CUCTEM MMA caMo oBnacteHo auue og MMBOT CO NMPEAU3BULN co

NO3UNHKa KOja Cceé MeHyBa Ha CeEKOU 3 meceum.



10.

11.

12.

13.

HauMHOT Ha ynpaByBatbe CO MHUMAEHTM (MHUMAEHTU KOW ja HapyluysaaT A0Bep/MBOCTa,
WMHTErpuUTETOT UAKN A0CTAaNHOCTa Ha IMYHUTE nodaToum): 6p3a peKalmja cCo BOCMOCTaByBarbe
Ha KOHKPEeTHU CUCTEMMN.

HaumMHoT Ha 06e3beayBatbe Ha onpemaTa Ha KOHTPONOPOT Ha Koja ce BpwM 0bpaboTKa Ha
JINYHUTE NOAATOLM: KOMNjyTEPOT U NPEHOCHUOT MeaMyM e 3aLITUTEH CO N03MHKA 32 CEKOj
npuctanysay noeamMHeyHa, Koja ce MeHyBa Ha 3 meceum UaM novyecTo no norpeba.

Wifi npuctanoT e 3alUTUTEH CO I03MHKa KOja ce MeHyBa Ha CEKOM 3 MeceLn Uau NoYecTo no
notpeba.

CeKoj MHUMAEHT ce NpujaByBa Kaj pakoBogHWUTE CTPYKTYpPU U/mMamn odumuepoT 3a 3allTUTa Ha
JIMYHM NoaaTouum.

CurypHocHa Konuja-beck-up: ce npasu egHalw meceyHo Ha HagBopellHa MeMmopuja U UcTaTa
ce yyBa BO ced MM OpMap CO Kayu.

[JoKymeHTUTe ce BpULLAT LENOCHO 0f eNeKTPOHCKUTE ypean, a GUINYKUTE AOKYMEHTU ce
YHULITYBAAT Co Wpeaep, AOKOJKY HEMA CO CUTHO KMHetbe/celKarbe Ha JIOKYMeHTUTe.

CuTe OOKYMEHTUM KoM cogpkaT /IMYHW nogaTtoum ce 4yBaaT Bo ced-opmap CO KAyd a
€/1eKTPOHCKNUTE meanymm ce 3alUiTUTeHU CO N03NHKa.

CnpoBeayBareTO Ha MEPKUTE e KOHTPOIMPaHO o, odpuLep 3a 3aWTUTa Ha JIMYHKU NoSaTOLUM
HajMasiky efHall roAMLWLHO, a PaKOBOACTBOTO BPLUM PEeAOBHA BHATPELHA KOHTPO/a Nno4ecto
unan no notpeba.

MPETCEOATEJ], BecHa AneKkcoBcKa
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